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Abstract 

Software-Defined Networking ( SDN ) is  a new computing technology that separate data plane 

from control plane, which has been considered as a flexible, modular, layered, and efficient 

approach to manage and control networks ranging from wired to wireless network. There are 

numerous potential benefits of SDN, many of which are already proved that are used for both 

wired and wireless network like coordinating traffic redirection, allocate available resource 

effectively, make a network to be flexible, and programmable. However, some security attacks 

arise due to the implementation of SDN particularly in wireless network like flooding attacks, 

man-in-the-middle attack, data masquerading, lack of authentication, lack of authorization and 

many more other security attacks in different sections of the SDN. This research work mainly 

focuses on the use of SDN with Elliptic Curve Cryptography ( ECC ) to enhance security and use 

as a solution for some attacks stated above. This method also improve routing efficiency of a 

Mobile Ad hoc Network ( MANET ) by making a network to be programmable. We implement 

SDN using OpenFlow switch protocol  and secure routing between mobile nodes using ECC. Since 

the secure data channel between mobile node is depend on the difficult of solving Elliptic Curve 

Discrete Logarithm Problem (ECDLP). The proposed ECC_SDN algorithm mainly  stand strong 

against routing attacks such as spoofing attack, wormwhole attack, flooding attack, and sink hole 

attack by creating strong detection, prevention and authentication mechansism for MANET. The 

proposed secure data channels lower throughput in 0.6% for UDP data packet. The latency for 

proposed ECC_SDN algorithm increase in 2.7% compared to the existing MANET based SDN 

due to extra layer of encryption  of ECC algorithm. Compared to RSA, ECC_SDN provide 10 

times computational overheads than that of RSA. It is already proved that ECC also generate a key 

for security  faster than RSA so that it consume less memory space than RSA. This is appropriate 

choice for for a wireless network like MANET, VANET, and WSN with limited resource like 

memeory space, bandwidth, and power.  

Keywords: Software-Defined Wireless Network, SDMN, ECC_SDN, Mobile Ad-hoc Networks, 

Security, Mininet, Java Eclipse 
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 CHAPTER ONE: INTRODUCTION 

1.1. Background of the Study 

Nowadays, various computing technologies such as big data, cloud computing, IoT and many other 

wireless technologies have been emerged in a different time. These rapid growths of IT 

infrastructure and the emerging of new technology brought new security threat and vulnerabilities 

[1]. To accommodate this ever-growing IT infrastructure, particularly in wireless technology, we 

need trends of computing technology called Software-Defined Networking (SDN). SDN is one of 

the powerful technologies that provide flexibility and programmability to a network infrastructure  

by separating the control plane from data plane [6]. 

SDN offers many advantages over traditional networks by facilitating the way for implementing 

and testing a new idea and encourages innovative network design by using its network 

programmability [4]. SDN also considered as a security solution for many security attacks by 

implementing a security framework through an extensible and programmable SDS in coordination 

with security application, which realizes flexible and efficient security protection mechanism [2]. 

The study and development of ad hoc network have been popular due to its application in different 

sectors. Mobile ad hoc network (MANET) is among a wireless network that gained a lot of 

popularity in the industry and the academic research community. This type of network may expose 

to different security attacks from both outside and inside the network due to its unique 

characteristics [3].  

Many organizations and enterprise today mostly depend on the traditional way of protection 

mechanisms such as firewall at the edge of the network infrastructure, antivirus software and 

security policy against attacks for securing their resources from various attacks. These protection 

mechanisms let them for many different threats and vulnerabilities. As a research study shows that,  

wireless network inherent a common problem of wireless networking such as unprotected channel 

from an outside signal, unreliable wireless media compared to wired media, hidden terminal and 

exposed terminal phenomenon, varying and asymmetric propagation properties. For example 

hidden terminal problem is caused by the simultaneous transmission of two node stations that 

cannot hear each other, but are both received by the same destination station. Hidden terminal 

problem is solved using RTS/CTS [1][2]. The exposed terminal problem occurs when a node is 

prevented from sending packets to other nodes due to a neighboring transmitter. Therefore, 
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implementing directional antenna at a physical layer in each node could reduce the probability of 

signal interference, because the signal is propagated in a narrow band [2][3]. As a result, security 

and the other operation of mobile wireless ad-hoc networks pose significant challenges due to the 

decentralized nature of mobile ad hoc wireless networks, the mobility of nodes, and resource 

constraints. 

 SDN is also capable of managing the entire network and transforming the complex network 

architecture into simple and manageable one [6, 4]. It allows  administrator and network operators 

automatically and dynamically manage and control large network devices,  network service, traffic 

path, network topology, and packet handling (quality of services) using OpenFlow interface.  In 

the last decade, SDN is only limited to wired networks. Hence, we need a new computing paradigm 

that overcomes those challenges and managing the entire network functionality with the help of 

centralized controllers. Recently, it is possible to integrate SDN in different wireless networks 

such as MANET, VANET, WSN, and many more other wireless network. 

1.2. Research Motivation 

The massive development in multimedia content, the explosion of cloud computing, the impact of 

increasing mobile usage and current business pressures to diminish costs while revenues remain 

uniform are causing to damage on traditional business models. On the other hand, the flexible 

nature of SDN in controlling the entire network being on the central device, the ability of SDN 

being integrated with MANET and adaptable in the dynamic change of network topology make us 

to investigate more about SDN. These special features of SDN and its suitability for ad hoc 

network recently gain much attention from researchers and scholars [5]. In the last decade, SDN 

is only limited to a wired network. As a recent study shows that, SDN can also be used both in a 

wired and wireless network. Hence, we need to investigate more about SDN and use in a different 

wireless network to accommodate a change in a network topology for improving network security 

and performance. 

1.3. Statement of the Problem 

The current existing network architecture is not suitable for wireless networks, particularly for 

infrastructure-less networks such as MANETs and cellular networks. The most common ways of 

protection mechanism under existing network architecture include firewall, antivirus software, 

security policies, physical security and some other method, which do not support wireless network 
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in the dynamic change of network topology. Several research work have been proposed for 

improving the security of wireless networks using different mechanisms. One such method is using 

SDN with cryptography algorithm to establish secure routing in MANET. ID Based Cryptography 

(IBC) is one mechanism used with SDN to offer security for MANET. The main advantage of 

using IBC with SDN  controller is to achieve end-to-end security of MANE. In IBC, first users 

can compute their public key from his/her publicly known identities, such as user email, phone 

number, and IP address [6]. The most distinguished disadvantage of IBC is its inherent key escrow 

property.  

 

Figure 1. 1: The operation of ID-Based Cryptography 

As research study shows that, the use of IBC for the security of wireless network in SDN brought 

many security challenges. Some of these security challenges include identity disclosure, key 

revocation difficulty, Key Escrow, issue of Key management and secure routing. The use of IBC 

for security purpose in any system depends on the level of trust in Private Key Generator (PGK). 

This security mechanism breaches non-repudiation security service since the PKG holds all private 

keys, which needs a higher level of guarantee and availability than a certificate authority. The PKG 

must be always available to the users to send their private keys, which expose them to extra 

vulnerability to the attack.  

Another important drawback of IBC in providing security was lack of key revocation. When a 

private key of a user is lost, they could not access their private key.  Hence, it needs much more 

care beyond the level of security even strong secure line of key distribution should be established 

between PKG and each user. In addition to this, IBC does not deal with an issue such as identity 

disclosure, key revocation difficulty, Key Escrow, issue of Key management under this network 
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architecture. Most commonly, they usually suffer from a security-routing interdependency cycle. 

On the other hand, this technique could not achieve non-repudiation security services. Therefore, 

the focus of this research work is to propose the use of SDN with Elliptic Curve Cryptography 

(ECC) algorithm to improve security and network performance of mobile ad hoc networks.  

Hence, this research work attempted to answer the following research questions: 

1. How software-defined networking improve the efficiency of routing in mobile ad hoc 

networks? 

2. What are the security challenges of MANET based on SDN after the implementation of 

software-defined networking? 

3. How to establish secure routing among mobile nodes inside a network for MANET based 

on software-defined networking? 

4. How to measure the strength of the proposed security algorithm compared to the existed 

security algorithm against security attacks?  

1.4. Objectives of the Study 

            General Objectives 

The general objectives of this thesis is to propose the use of software-defined networking and ECC 

algorithm to improve the security of mobile ad hoc networks. 

            Specific Objectives 

In order to achieve the above general objective, the following specific objectives are set 

 To explore how SDN improve the efficiency of mobile ad hoc networks. 

 To figure out the security challenges of MANET based on SDN for future networks and 

the way to overcome those challenges for upcoming 5G technology. 

 Design an algorithm for establishing secure routing among mobile nodes inside  a network 

for MANET based on SDN. 

 To measure the strength of the proposed security algorithm over existing security 

mechanism against various security attacks by using different security metrics. 

1.5. Scope of the Study 

The main aim of this thesis is to propose the use of SDN with ECC algorithm to improve security 

and routing efficiency of MANETs. We use ECDSA for establishing securing routing between 

mobile nodes. In this research work, ECDSA is used for authenticating each mobile node before 
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transferring a message to each other. ECDSA then implemented as a security service using Java 

eclipse and JKD for generating a signature, sending and validating at the other side of the client. 

The SDNC then accepts request coming from a client and responds accordingly. This method 

aimed to solve the existing problem of IBC such as eliminating the interdependency cycle between 

secure routing and security services. 

Finally, the designed security algorithm integrated with the SDN controller for achieving 

authentication and non-repudiation security service in addition to basic security service to secure 

the communication channels.  However, this research work limited to developing only the security 

algorithm that overcomes the shortcoming of IBC in previous works. Open-Flow used to separate 

the forwarding planes from the control planes of traditional network equipment. In other words, 

the OpenFlow protocol operates through a centralized controller and standardized interfaces to 

manage and configure the whole network. 

1.6. Significance of the Study 

Nowadays, security is a critical component in mobile ad hoc wireless network. Realizing security 

in wireless network is very difficult task. This paper helps us to introduce the concept of software-

defined networking  to offer better security as well as the efficiency of routing in mobile ad hoc 

network by taking advantages of the software defined networking and elliptic curve cryptography.  

It helps other researchers who further investigate and introduce software-defined networking in 

wireless network in the real world. It also used for  network administrator to control, configure 

and manage network resource centrally particularly for campus network. This work also helpful 

to propose software defined network architecture for upcoming 5G technology that supports the 

wireless network.  

1.7. Organization of the Thesis 

The remaining chapters are organized as follows: 

 Chapter two presents a literature review of software defined networking in different  

wireless network,  and then intorduce MANET including their properties, routing protocols 

with their respective features, and application of MANET as well. The concept of elliptic 

curve also presented with basic concept in related to security. In this chapter the related 

work of software-defined mobile ad hoc network with their respective security challenges  

also discussed.  
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 Chapter three provides the proposed solution of security mechansim for mobile ad hoc 

network based on software-defined networking with the help of elliptic curve cryptography 

algorithm. This chapter also describe hod developed security mechansim integrated with 

software defined networking to provide security of communication channels of mobile 

mobile nodes. 

 Chapter four deals the experimentation of proposed system with the help of simulation 

tools. After experimentation evaluate of proposed work in compared to the existed work, 

result and discusion also presents here very well. Finally, the conclusion and 

recommendation of future works are presented in chapter five. 
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CHAPTER TWO:  LITERATURE REVIEW 

2.1. Introduction to Software Defined Network 

The idea of software-defined networking first started in the early 1990s with the concept obtained 

from different supporting technologies [4, 6]. In 2006, one of the Stamford student Casado and his 

advisor, professor McKeown impressed by the research project called Ethane, and then introduces 

a concept of “OpenFlow: enabling innovation in campus networks”[6]. The main core idea of this 

project is the separation of the data plane from the control plane in a network device for control 

and configuration of all kinds of network devices by a centralized controller with a standardized 

interface. In 2009, McKeown N formally put forward the concept of SDN, whose core idea is 

keeping the control plane from network devices. In doing so, SDN provides network 

programmability and flexibility and forms a software programming defined network, which 

overturns current network communication and management pattern.  

The Open Networking Foundation (ONF) is an organization with the aim of raising the 

improvement of SDN, standardization, and commercialization of SDN and release the latest 

version in the SDN architecture at the end of 2013 [7].  Since then, SDN provides many benefits 

to the organization, enterprise and network vendors. There are numerous potential benefits of 

SDN, many of which are already proved or understudy in wired-SDN systems, which might also 

be used in a wireless SDN system like content-aware routing, where routing is not based on only 

source and destination, and flow-based prioritization permits traffic to be treated differently at the 

forwarding plane to deliver the desired QoS while maintaining fairness. 

Software-Defined Networking is an emerging technology that is capable of managing the entire 

network efficiently and transforming the complex network architecture into the simple and 

manageable one [8, 9, 10]. SDN is characterized by three key attributes [9]. These are logically 

centralized intelligence, programmability, and abstraction. The first features of SDN provide 

overall network organization from a single point of management by using OpenFlow interface. 

This feature makes a network-aware the overall status of a network. The second attributes offer 

programmatic interfaces that help ease configuration and provide open APIs, application to accept 

and communicate with a network. The third features of SDN make the separation of the control 

plane from the data plane to ensure movability with any application from any vendor. 
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There are various definition of SDN given by a researcher and scholar at different time. The 

universally accepted definition of SDN given by ONF as “the physical separation of the network 

control plane from the forwarding plane, and where a control plane controls several devices” [10] 

[11]. As ONF suggests that, one typical SDN consist of three main layers, namely infrastructure 

layer, control layer, and application layer represented in Figure 2.1 as shown below [12,  14, 16]. 

  

Figure 2. 1: Basic SDN architecture and component  

Infrastructure layer: This layer consist of a forwarding devices ( e.g. switches, routers and etc.) 

which is responsible for  monitoring local information, data forwarding, and gathering statistics. 

Control layer: It consists of one or more software controllers that communicate with the 

forwarding network elements through standardized interfaces, which are referred to as a 

southbound interface. The main function of this layer is managing and programming forwarding 

plane. It also defines also network operation and routing function in wireless network. 

Application Layer: This layer contains network application that can introduce new network 

features such as manageability and security, forwarding schemes or assist the control layer in the 

network configuration. It receives a global view of the network from controllers to guide to the 

controller layer through a standardized API called northbound. 

The SDN controller is considered to be the brains of a network, which contains a collection of 

pluggable modules that is responsible for different functions such as gathering network statistics, 

identifying all devices within the network, etc. [17, 18]. The most common standardized 
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southbound interface by ONF used for implementation of SDN controller is OpenFlow and 

OVSDB (Open Virtual Switch Database). In this paper, we provide the overview of the OpenFlow 

SDN controller protocol and its general architecture in the coming section. 

2.2. Software-defined Wireless Network 

Software defined networking has already been successfully used in many practical fields including 

campus network, data center network, and wide area network. Later on, researchers have been 

proven that it is possible to use SDN for wireless network to simplifies network management as 

well as deploying advanced network applications [2, 36, 39]. The advancement of wireless 

technology such as 4G and Wi-Fi require dynamic and flexible technology like SDN that can 

adapt to change in network topology of wireless network [34, 35]. In their work, first they provide 

the way to deploy SDN in wireless network to overcome the existing limitation of conventional 

network. However, they found that security issue is a major challenging issue in networking 

community.  

Many of the wireless network designed support hardware based design that only based on closed 

and inflexible architecture. This type of network design is not suitable for dynamic and flexible 

topology change in wireless network such as WSN, MANET, and VANET. To overcome this 

limitation, Ian F. Akyildiz and et al in [18] introduce new concept of software defined networking 

(SDN) and network function virtualization (NFV) to create efficient and centralized network 

abstraction with the idea of programmability over the entire network. Moreover, they introduce 

wireless software defined networks (W-SDNs) for 5G cellular network and study the fundamental 

architectural principles along with their associated NFV techniques. However, the question of 

how to make use of SDN and NFV concept for different scenario remain open with security issue.  

Recently, SDN is expected to be applied in cellular networks to solve most urgent problems faced 

by vendors like improving capacity demands, and quality of services (QoS) requirements result 

in emerging services and large number of new applications [20]. As Junyu Lai and et al SDN in 

[21] wireless cellular network provide great scalability, flexibility, agility, and sustainability. 

Most research work in the use software defined networking for cellular network focus on resource 

allocation problem and their solution with appropriate algorithm for energy efficiency, and 

resource utilization [42, 45]. They found that SDCN is considered as bridge between current 

cellular network and future 5G. Software defined networking is used in WLAN to provide 
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flexibility and manageability over existing network. According to Min-Cheng Chan and et al in 

[23] some of the benefits of software defined wireless LAN (SDWLAN) are lower cost to manage 

entire network, flexible management, traffic isolation, and link layer mobility management. They 

also identify that the existing network simulator such as mininet (does not support modeling of 

wireless channel and mobility), estinet (does not enable source-code level modification or 

extension) and ns-3 (limited support for OpenFlow controllers and does not fully implement 

handover process) does not support the wireless mobility in SDWLAN [24]. However, the 

implementation of wireless access controller (WAC) over SDWLAN controller for better resource 

allocation, authentication to enhance security, provide comprehensive information for Wi-Fi 

stations to make handover decisions need extra research work.  

On the other hand, software-defined networking used for different wireless ad hoc network 

improve QoS, routing efficiency, security, network performance and many more services using 

control plane. The implementation and deployment of SDN in wireless sensor network used for 

different purpose which is summarized in Figure 2.2 below  [25] [26] [27].  

 

Figure 2. 2: Benefit of SDN for Wireless Sensor Network. 
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In mesh network, it provide services like coordinate traffic redirection, status monitoring, resource 

allocation for control and data plane [42, 43,  44]. Software-defined Networking also solve some 

of the problem in VANET such as less scalability, poor connectivity, less flexibility and less 

intelligent [50, 51]. It provides flexibility, programmability and scalability to a network for 

improving vehicle-to-vehicle, vehicle-to-infrastructure and SDN centralized control by reducing 

latency [51, 52, 53]. 

2.3. Introduction to Mobile Ad hoc Network   

2.3.1. Overview of Mobile Ad hoc Network 

A network is a collection of interconnected nodes via communication medium like cabling, mostly 

the Ethernet cable, or wirelessly through radio waves. There are two types of a computer network. 

These are wired network and wireless network [23, 24]. A wireless network can also be classified 

as infrastructure-based or infrastructure-less network (ad hoc network) [37]. Ad hoc network is 

types of wireless network that do not require any extra infrastructure, such as wired access points 

or base stations [35]. It is a collection of devices that communicate over wireless communication 

channels in which each device act as a router or host for all other devices in a network. It is 

considered to be a self-ordering system in [38] which mobile devices communicate through 

wireless links. 

The word Ad Hoc comes from the Latin word and it means “for this purpose” which appears first 

in 1972 which was called Packet Radio Networking (PRNET) [23, 26]. After the existence of 

PRNET, many research works have been conducted on the feasibility of using packet-switched 

radio communications, its reliability, and robustness to deliver data between two devices. The aim 

of this research work was how to provide robust and reliable data delivery mechanism using 

ALOHA and CSMA based on distance vector routing and medium access protocols. The work of 

DARPA PRNET has taken to be a reliable, robust, and operational experimental network since 

1987. After the foundation of PRNET, the idea of a collection of mobile nodes was proposed on 

several research conferences [38].  

In the 1990s, the united state department of defense (DoD) conducted a research to make a mobile 

environment for a military army to supply handheld device with multimedia connectivity 

anywhere, anytime using link-state routing and cluster method to form an ad hoc network. As a 

result of these valuable works, Internet Engineering Task Force (IETF) was established and 
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formally standardize the concept of mobile ad hoc network (MANET) in the mid to late 90s. Since 

then, the improvement of various mobile devices like PDA, palmtop, and notebooks has been made 

for reliable, robust and efficient delivery of data among mobile devices.  Mobile Ad hoc Network 

(MANET) is considered to be a self-ordering system in [23, 27] which mobile devices 

communicate through wireless links as shown in Figure 2.3 below. 

 

 

 

 

 

Figure 2. 3: Typical example of mobile ad hoc network  

2.3.2. Features of Mobile Ad hoc Networks 

The study and development of ad hoc network have been popular due to its application in a 

different sector. The most common characteristics of MANET that make it popular anywhere, 

anytime summarized in the following Table 2.1 below [23, 26, 27].  

Table 2. 1:  The main features of MANET 

No Characteristicsof MANET Description 

1. Infrastructure-less 
No pre-existing infrastructure, such as wired access points or 

base stations in which a device act as router or a host 

2. Dynamic  Topology 

Free movement of node (in or out) of network arbitrary and 

randomly. Due to this network topology change frequently 

and unpredictable.  

3. Multi-hop Communication 

Every node works as a router and forwards each other 

packets to provide information sharing between mobile 

nodes. 
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4. Limited resource  
Mobile nodes depend on limited battery power, processor 

speed, and storage capacity. 

5. Limited  Bandwidth  

Wireless links have basically lower capacity than the wired 

links. 

6. Limited physical security  

MANET more susceptible physical attackers such spoofing, 

eavesdropping and denial of service attack (DoS) due to 

wireless links. It’s  prone to threats than infra-structured 

networks  

7. Limited device  Security 

 Nodes enter and leave the network without any 

authentication. As a result, nodes vulnerable to different 

types of security attack. 

8. Distributed  Operation 

No central administration, i.e. Control of the network is 

distributed with a list of nodes to implement specific 

functions such as routing and security.  

9. Poor transmission quality  

This is an inherent problem of wireless communication 

caused by several error source that result in degradation of 

received signal. 

10. Scalability 

Scalability can broadly define as whether the network is 

able to provide an acceptable level of service even in the 

presence of a large number of nodes 

2.3.3. Routing Protocols in Mobile Ad hoc Netrwork 

 Routing in MANET is a difficult and challenging issue due to the mobility that causes frequent 

network topology changes and needs a more flexible and robust mechanism to find for and 

maintain routes. Besides handling topology changes, MANETs routing protocols must deal with 

some other issue like low bandwidth, high error rates, and limited energy consumption. A plenty 

of routing protocols have been developed for wireless and mobile networks [40]. The basic 

function of routing protocols in wireless and mobile networks is: To find or acquire routes 

information and Maintain this information by mobile nodes.  
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Routing in MANETs classified as proactive, reactive and hybrid routing protocols [28, 29]. 

 

Figure 2. 4: Types of Routing protocols  

These protocols must deal with the typical limitations of wireless and mobility characteristics such 

as high power consumption, network scalability, low bandwidth, high error rates, and arbitrary 

movements of nodes. We summaize these routing protocols with basic features, advantage and 

disadvantege in Table 2.2 as follows. 

Table 2. 2: Comparison of proactive, reactive and hybrid protocols 

Comparison Metrics Proactive protocols Reactive protocols Hybrid Protocols 

Mobility of nodes Very low High Extremely high 

Storage of routing 

information 

Shortest possible 

route is stored in 

routing tables 

No use of routing 

tables,route are 

established when there 

is data to be sent 

Information stored 

especially in intra-zone 

and can be readily 

available when 

required 

Availability of 

route 

Route is readily 

available 

Created on demand 

when there is a data to 

be sent 

Depends on the 

location of destination 

node, if intra-zone then 

the routing table is 

there and if inter-zone 

the route is absent. 
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Comparison Metrics Proactive protocols Reactive protocols Hybrid Protocols 

Delay in routing 

data packets 

Low delay High delay High in inter-zone and 

low in intra-zone 

Advantage Quick route 

establishment  

reduces delays in 

periodic exchanging of 

information.  

Its scalable 

Limitation Periodic updates of 

routing information 

waste the available 

network resource. 

More packet delay and 

packets being dropped 

when sale routes are 

available  

Great amount of 

resource is required 

when the network is 

huge  

2.3.4. Security Attack in Mobile Ad hoc Networks 

The security is an ongoing and never-ending process that has to be concerned. In an ad hoc 

network, an application such as military meeting and very sensitive information require a high 

degree of security against passive and active eavesdropping from attackers and enemies. As we 

mentioned above security of MANETs is a challenging issue due to the unique feature of ad hoc 

network. In ad hoc network attack may occur in the form of active or passive attacks [30, 31]. 

 

Figure 2. 5:  Classification of attack in MANET  

An ad hoc network also vulnerable to denial of service (DoS) attacks due to an insecure 

environment when the share network bandwidth. Active attack disturbs the normal operation of a 
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network by blocking the flow of message or it may alter the content of a message. In Passive 

attacks, unauthorized users listen to the channel to discover the important information. 

Generally, the most common attacks in MANETs include, Wormhole attack, Black-hole attack 

Byzantine attack, Hijacking, Snooping attack, Resource consumption attack, Routing attack, 

denial of service attack, stolen device attack, jamming attack, signaling attack, eavesdropping 

attack, impersonation attack, man-in-the-middle attack modification attack fabrication attack, gray 

hole attack, and traffic analysis attacks. We summarize these security attacks in MANETs with 

their brief description and corresponding technique to alleviate them in Table 2.4 collected from 

references [25,26, 27, 28, 29]. 

Table 2. 3: Common Security attack in MANET  

Security 

Attack 

Attack 

Types 

Brief description 

of Attack 

Routing 

protocols 

Mitigation 

Technique 

Block hole 

attack 

No packet 

forwarding 

The intruder drops 

all the packets 

forwarded to it in 

this attack 

DSR, 

AODV, 

SAR, 

OLSR 

1- A path-based approach is 

used to detect and mitigate 

the attack. 

2- Creditable routing table is 

employed detect the black 

holes and eliminate them. 

Worm 

hole attack 

Man-in-the-

middle 

attack 

The attacker 

records the packets 

at one side of the 

network and 

forwards it to 

another side. 

Any Ad 

hoc 

routing 

protocol 

1- Implementing digital 

signature to detect and 

prevent the attack 

2- A cooperative approach is 

used among the nodes to 

detect and minimize the 

attack. 

Grey hole 

attack 

Selectively 

drops 

packets 

The attacker drops 

part of the data and 

cheats the previous 

node. 

AODV Detection mechanism involves 

proactively invoking   of 

collaborative and distributive 

algorithm involving neighbors. 
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Security 

Attack 

Attack 

Types 

Brief description 

of Attack 

Routing 

protocols 

Mitigation 

Technique 

Sinkhole 

attack 

Distributing 

communicat

ion 

Malicious node 

pulls all network 

traffic towards 

itself and can 

fabricate or modify 

the packets. 

Any Ad 

Hoc 

routing 

protocol 

1- Trust based algorithm is 

used to minimize sinkhole 

attack. 

2- Mobile agents are used in a 

technique to detect and 

reduce the attack. 

Flooding 

attack 

Reduce 

system 

efficiency 

The intruder floods 

the network with 

faked traffic to 

damage the 

efficient 

functionality and 

the smooth of the 

network. 

Any Ad 

Hoc 

routing 

protocol 

1- Delaying the RREP from 

target to source to reduce 

the number of messages 

sent in the network and so 

the flooding is controlled. 

2- A capability based 

messages are forwarded by 

each node to preserve the 

global view of throughput 

and hence failing the 

attack. 

Route 

fabricatio

n 

False data 

insertion 

The malicious 

node sent wrong 

routing messages 

into the network. 

AODV Fuzzy logic soft computing 

method is used to create a 

quantifiable trust value among 

the network nodes. 

Spoofing Impersonati

ng other 

nodes 

identity 

The attacker 

assumes the 

identity of another 

node in the 

network. 

Any Ad 

hoc 

routing 

protocol 

To use secure public key 

authentication based on trust 

model. 



DBU       MSc. In Computer Network & Security  18 | P a g e  

2.3.5. Security Mechanism in Mobile Ad hoc Network 

Several security mechanisms have been designed to detect and prevent malicious attacks. In 

MANET various security mechanisms such as secure multicast, secure routing, privacy-aware 

based routing, key management, and multi-layer intrusion detection technique, have been designed 

to detect and prevent malicious attacks [31, 33, 34]. We categorize these security mechanisms as 

a reactive mechanism and preventive mechanism.  

Reactive mechanism:  The second approaches are widely used to detect misuse and anomalies 

using different intrusion detection mechanism. A misuse detection system attempts to outline 

improper behavior supported the patterns of well-known attacks. However, it lacks the flexibility 

to find any attacks that were not thought of throughout the creation of the patterns; Anomaly 

detection attempts to outline normal or expected behavior statistically.  

Preventive mechanism: This mechanism mainly based on cryptography techniques such as 

symmetric and asymmetric cryptography. In this case, many cryptographic methods such message 

digest (hash function) for data integrity, Digital signatures for authentication services and some 

other cryptographic mechanisms in combination are used to achieve all security services [44]. 

Even though all of these cryptographic mechanisms combined can prevent the most attacks, in 

theory, some of them are still not enough to protect malicious attacks due to implementation, 

design, or selection of protocols in reality. 

 Cryptography is an essential, effective and efficient component to ensure the secure 

communication between the different entities by transferring unintelligible information and only 

the authorized recipient can be able to access the information [37, 36].  In classify cryptography 

into two basic categories, i.e.  Symmetric cryptography and Asymmetric cryptography. In 

symmetric cryptography, both sender and receiver must know the same key in order to use this 

technique. Asymmetric cryptography (PKC) requires two types of keys: one to encrypt the 

plaintext and the other used to decrypt a cipher text. The right selection of cryptographic algorithm 

is important for secure communication that provides more security, accuracy and efficiency. As 

the study show that, ECC is one of a public key cryptography that provide excellent and fast speed 

execution time which is a prefereable choice for device with limited power, memory space, 

bandwidth. In coming section we will see how ECC used to provide security and mathematical 

concept of this algortihm starting  basic concept like addition of two point, point multication, 

security strengh of ECC in compared to other cryptographic mechanism. 
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2.3.6. Application of Mobile Ad hoc Networks 

Nowadays, Ad hoc network has an important role in many applications ranging from the sensor’s 

environment, peer-to-peer messaging, vehicular ad hoc communication, health, road safety, home, 

weapons, air/land/navy defense and much more application summarized in Table 2.5 below. 

Table 2. 4: Application of ad hoc network 

Application The possible service of Ad hoc network 

Emergence 

service 

- Search and rescue operation in the desert and in the mountain and so on 

- Replacement of fixed infrastructure in case of environment disasters 

- Policing, Fire fighting 

- Supporting doctors and nurse in hospitals 

Education - Universities, campus setting and Classroom 

- Ad hoc network when they make a meeting or lectures 

Context aware 

services 

- Follow-on services: call-forwarding, mobile workspace 

- Information service: location specific services, time dependent services 

- Infotainment: touristic information 

Tactical 

networks 

- Military communication 

- Military operation in the battlefields 

Coverage 

extension 

- Extending cellular network access 

- Linking up with the internet, intranets and so on 

Sensor 

networks 

- Body area network (BAN) 

- Data tracking of environmental conditions, animal movements, 

chemical/biological detection 

2.4. Elliptic Curve Cryptography (ECC) 

The elliptic curve cryptosystem is one of a cryptosystems presently in use for public-key 

cryptography (PKC) which was introduced  in 1985 by Neal Koblitz and Victor Miller [64, 65]. 

ECC is one among asymmetric cryptography based on the idea of elliptic curves and uses the 

placement of points on an elliptic curve to encrypt and decrypt information. It consists of two main 

algorithms, namely is the Elliptic Curve Digital Signature Algorithm (ECDSA) and Elliptic Curve 
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Diffie-Hellman (ECDH) [48]. A digital signature algorithm is employed for authenticating a 

device or a message sent by the device. 

 ECDSA is an alternate of the Digital Signature Algorithm (DSA) that performs on elliptic curve 

groups. As mention in chapter two within the field of field MANETs as it is dynamic and requires 

no central authority to manage. This makes a difficult issue to enhance security against attacks.  

Elliptic Curve Cryptography (ECC) has become the preferable choice [67, 66] for MANETs due 

to its suitability to the devices having battery power, limited bandwidth, and fewer computational 

resources. From Table 4.1 if we use ECC curves for AES-256 session, then 512-bit ECC key is 

required while 15360-bit RSA key is required which is computationally impracticable in the 

current system. This huge difference makes ECC dearer and potential algorithm for the current 

embedded system.  

Table 2. 5: The relationship between key size and required level security 

Security (bits) 

Size (bits) of Public keys Key size Ratio 

K2Valid 

DSA/RSA ECC ECC to RSA/DSA 

80 1024 160-233 1:6 Until 2010 

112 2028 224-255 1:9 Until 2030 

128 3072 256-383 1:12 Beyond 2031 

192 7680 384-511 1:20  

256 15360 512+ 1:30  

Source: NIST Show the relationship of key size required for the same level of security public key 

cryptography 

Moreover, as shown in the table above, future RSA key sizes quickly expand while ECC key 

lengths increase linearly with strength. The equation of an elliptic curve as shown below, with a 

line only passes through three points along the curve (P, Q, and R), and that by knowing two of 

the points (P and Q), the other (R) can be calculated easily, but with just R, the other two, P and 

Q, cannot be derived. In this equation y, x, a and b are all within Fp, i.e. they are integers modulo 
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p. The coefficients a and b are called characteristic coefficients of the curve, which help us to 

determine what points will be on the curve [50].  

4𝑎3 + 27𝑏2𝑎 ≠ 0  ………………………………………………………………................(1)  

The curve coefficients will not contain any singularity that should be fulfilling the above condition. 

To do any meaningful operations on elliptic curve, one has to be able to do calculations with the 

points of the curve. 

 

Figure 2. 6: Simple Elliptic Curve diagram 

The two basic operations to perform with on-curve points are: 

Point addition: Adding two points is not as easy as simply adding their x- and y-components and 

taking them modulo p. Instead, it is more like connecting the two points via a line and then 

intersecting that line with the curve (although this operation will not yield the resulting point, but 

its conjugate). What it exactly relates to is not really important, however. What is important is how 

you perform the calculation based on what you've already implemented. Note that point addition, 

only works on two points which are not the same [51]: 

𝑅 = 𝑃 + 𝑄 = (𝑝𝑥, 𝑝𝑦) + (𝑞𝑥, 𝑞𝑦), 𝑃 ≠ 𝑄…………………………………………….(2)  

Then, you need to perform the following calculationsz [52] [53]  

𝑠 =
𝑝𝑦−𝑞𝑦

𝑝𝑥−𝑞𝑥
,𝑟𝑥 = 𝑠2 − 𝑝𝑥 − 𝑞𝑥,𝑟𝑦 = 𝑠. (𝑝𝑥 − 𝑟𝑥) − 𝑝𝑦……………………………… (3) 
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Point doubling: Point doubling comes into play if two points shall be added which are identical 

[53]  

𝑃 = 𝑃 + 𝑃……………………………………………………………. ………………..(4) 

These are the calculations needed to get an R. Note that a, which is needed for calculating s, is one 

of the curve parameters [53]:  

𝑠 =
3 𝑝𝑥

2+𝑎

2𝑝𝑦
   𝑟𝑥= 𝑠2−2𝑝𝑥

    𝑟𝑦= s.(𝑝𝑥−𝑟𝑥)−𝑝𝑦
……………………………………………… (5) 

 The two additional important calculations here in this work scalar point multiplication and 

Checking if a point is on curve. When point multiplication and point doubling are implemented, 

one can derive from those two basic building blocks scalar point multiplication, i.e. multiplying a 

scalar value (an integer) with a point [52]: 

 𝑅 = 𝐾A………………………………………………………………………………… (6) 

The inverse of this equation, i.e. finding k for a given A and R, is called the "discrete logarithm". 

This is an operation which is (without any further tricks like knowing a secret "helper" value) 

considered computationally infeasible. Therefore, it lays the foundation for the ECC cryptosystem: 

Finding R for given k and A is easy, the opposite direction is hard -- unless you have the "helper" 

value called "private key". The other point is that checking whether a point is on a curve or not. 

To check this, we only need to plug its vector components into the curve equation and see if it all 

works out [53]: 

𝑄 = (𝑝𝑥, 𝑝𝑦 )𝑞𝑦
2 = ?  𝑞𝑥

3 + 𝑎𝑞𝑥 + 𝑏 𝑚𝑜𝑑 𝑝 ………………………………………………. (8) 

In recent years, ECC has been the primary cryptographic protocol for secure web pages, online 

banking, encrypted email, and many other types of data [54] [55].   

2.5. Related Work 

2.5.1. Software-defined Mobile Network (SDMN) 

Most of the recently proposed SDN-based MANET (SD-MANET) architectures assume that 

SDNC communicates with the node over a single hop link over a distinct channel (e.g., cellular). 

Additionally, a base station to host SDNC and a location service (e.g., GPS) for tracing the 

positions of the mobile nodes is also assumed to be obtainable. Software-Defined Networking 
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principles are applied to Mobile Ad Hoc Networks (MANETs) to establish and maintain wireless 

multi-hop peer-to-peer connectivity between the nodes without any infrastructure support.  

The conventional MANET solutions use distributed routing and provide limited flexibility and 

programmability for introducing new services in MANETs. The following scenario show SDN 

based MANET that interlinked with other networks in the real world. The MANET devices 

denoted as Alice and Bob are considered to describe the proposed secure routing, and the need for 

SDN based scenario [2]. 

 

Figure 2. 7: Mobile ad hoc Network Based SDN 

In this scenario, OpenFlow is used to implement SDN in wireless network while IBC used to 

establish secure routing among mobile nodes. However, the use of IBC for security exposed to 

many security challenges. Some these security challenges includes identity disclosure, key 

revocation difficulty, Key Escrow, and issue of Key management discussed in chapter one.  
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2.5.2. Routing In MANET Based SDN 

I) Maintaining Route to SDNC 

Assume that Node A sends an NDM with SN = 0 and HC = 0. Nodes B and E receive it and add 

node A to their Neighbor List (NL) but do not update their RTS because a valid SN has non-zero 

value. 

 

 

 

 

 

 

 

 

 

 

Figure 2. 8: Node A sent an NDM with SN = 0, HC = 0 

In the second scenario, the NDM sent by the SDNC that has SN = 2, HC = 0. Messages sent by 

the SDNC start by SN = 2 and increment by 2, remaining always even. Also, HC = 0 because it is 

the distance of the SDNC from itself. Nodes B and C receive NDM and add SDNC to their NL. 

They also update their RTS, such that the next hop node on the RTS is set to SDNC, plus SN = 2, 

and HC = 1 is set. An update to the RTS causes nodes B and C to send a Triggered ND Message 

(TNDM) each, and advertise their newly updated route. The periodic transmission of NDM is 

rescheduled to the next interval when a TNDM is sent. TNDMs help quickly propagate the update 

in the RTS information to other nodes in the network. To avoid route fluctuations in the network, 
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a Route Settling Time (RST) is used for sending TNDM. The transmission of TNDMs is delayed 

by RST and it is a function of the HC of the sender node from the SDNC. A node that is closer to 

the SDNC will have a smaller RST. 

 

 

 

 

 

 

 

 

 

 

 

Figure 2. 9: SNDC sent an NDM with SN = 2, HC = 0 

The last scenario shows that, Node C sends TNDMs to Nodes B, E, D, and the SDNC, which 

update their NLs by adding C. However, the RTS is only updated by Node D, because Node B 

already had a better route (i.e., with the HC = 1) to the SDNC, and Node E already had a similar 

route (i.e., with SN = 2 and HC = 2) to the SDNC. A TNDM is sent only when the RTS is updated. 

Otherwise, the scheduled transmission of NDMs occurs. The route is updated and TNDMs are sent 

if the route is received 1) for the first time or 2) it has a newer SN or the same SN but a smaller 

HC. The RTS is not updated if the received route 1) has an older SN or 2) it has the same SN but 

the same or larger HC.  The route to the SDNC is not updated for the route received 1) with an 
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older SN or 2) with the same SN but the same or larger HC.  Each node maintains a holding timer 

(set to three times the value of the periodic interval of NDMs) for its RTS. If the route is not 

updated within that time, then a route failure is occurring in the next periodic transmission of an 

NDM. Route failure is indicated by incrementing the SN by 1 to make it an odd number.  

 

 

 

 

 

 

 

 

 

 

  

Figure 2. 10: Node C sent a TNDM with the last received NDM’s SN 

A node that receives an NDM with an odd SN from its next hop node on the RTS invalidates its 

current route and sends a TNDM by including the received odd SN. The TNDM is sent without 

delaying it by an RST. If the sender node of an NDM with an odd SN is not the receiver node’s 

next hop node on the RTS, then the reported route failure is ignored. The route is updated and 

TNDMs are sent in the following condition:  

1) The route received for the first time,  

2) The route received with a newer SN, or  

3) The route received with the same SN but with a smaller HC.  

F 
D 

C 

B 

S 

E 

NL :{B} 

RTS 

SN HC NHC 

2 2 B 

 

 

Seq No: 2

Hop Count: 1 

NL :{ A, B}

RTS 

SN HC NHC 

2 2 B 

 

 

NL :{ A, SDNC} 

RTS 

SN HC NHC 

2 1 SDNC 

 

 

NL :{ SDNC, B} 

RTS 

SN HC NHC 

2 1 SDNC 

 

 

NL :{} 

RTS 

SN HC NHC 

   

 

 
G 

NL: {B, C} 

NL :{} 
Route to SDNC 

SN HC NH 

2 2 C 

 

 

NL :{} 

RTS 

SN HC NHC 

   

 

 

A 



DBU       MSc. In Computer Network & Security  27 | P a g e  

II) Learning Network Topology  

The TM helps the SDNC learn the network topology and maintain a connectivity map by collecting 

connectivity information from all the nodes. An NL is maintained by each node with the help of 

the NDM. The quality of the link from each neighbor is estimated by the following equations [56]:  

 LQn = LQn-1* (1 - a) + a (for a successfully received NDM) …………(9)   and  

 LQn = LQn-1 * (1 - a) (for a missed NDM) …………………………… (10) 

Where LQn = current link quality values and LQn-1 = previous link quality values, a = 0.5 is the 

weight and  LQ0 = 0.  

A threshold value of a = 0.25 is the link quality to determine if the NL includes or excludes the 

neighbor node. The NL sends a Neighbor Information Message (NIM) to the SDNC for updating 

the connectivity map of nodes. NIMs are sent periodically by each node so that a global view of 

the network can be maintained by the SDNC. As shown in Figure 4.7 Node A sent a NIM to the 

SDNC after learning the route from the NDM. Node A also sends the NIM its next hop node (i.e., 

Node B), which then forwards it to its next hop node (i.e., directly to the SDNC). 

 

 

 

  

 

 

 

 

Figure 2. 11: Node A sent a NIM to the SDNC  
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still be a part of the NL sent to the SDNC. If the FT contained a route for forwarding data packets 

to this absent node, they will be dropped by the link layer because of missed Clear To Send (CTS) 

i.e. Media Access Control (MAC) layer drops the packet if CTS was not received or the RTS 

message has been sent the maximum allowed number of times or missed Acknowledgment Data 

Network (ACK) then MAC layer drops the packet if the maximum retransmission attempts have 

been made. If the link layer provides this packet drop feedback to the local controller, the node is 

removed from the NL, and a Link Error Message (LEM) is sent to SDNC for a quick reporting of 

the link failure. The LEMs are sent to the SDNC in the same way as the NIM, and they help SDNC 

quickly learn about the changes to the topology and update its global view of the network as shown 

in the following figure. 
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Figure 2. 12: Node F sent an LEM to the SDNC 

In this case, Node F was sending data packets to Node G, but Node G went out of the transmission 
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III. Sending Network Route 

Routes are continuously selected by the SDNC using the current view of the network and also 

Dijkstra’s algorithm for choosing All Possible Shortest Routes (APSRs) between each pair of 

nodes. If the earlier sent route is a part of recently selected APSR, a route update isn’t sent. A route 

update is distributed when 1) the routes are selected for the first time or 2) the earlier sent route is 

not a part of the recently selected APSR.  

A route is arbitrarily selected from the APSR list and sent.  The FM in SDNC prepares the FT 

using the chosen routes and sends it to the node as Route Update Message (RUM). The FT 

information contained within RUM and used with the LC for installing Flow Routes (FRs) in the 

node FT. The FRs follows the OpenFlow message format for flow-based forwarding. The FM 

selects a route and includes the destination within the RUM before sending it to its destination. 

The figure below shows that the SDNC includes the FT of Node A within RUM and sends it to 

Node B that sends it to Node A after reading the message route in RUM. 

  

 

 

 

Figure 2. 13: SDNC sent RUM to Node A 
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the DNC for each successfully received RUM in a Route Update Acknowledgment Message 

(RUAM) so that only the progressive route updates are sent. As shown in Figure 10 Node A sends 

an RUAM to the SDNC with acknowledgment number of 100, that was the SN in the received 

RUM. The acknowledgment supports SDNC update its global forwarding information with the 

routes that were successfully delivered as opposed to those that were sent but not delivered. Thus, 
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in the next periodic transmission of RUM, reference is made to the global forwarding information, 

and so the RUM only includes the changed and unacknowledged routes. This decreases the RUM 

size and the overall routing overhead in the network, as the FT need not be sent with every RUM. 

 

  

 

 

 

 

 

Figure 2. 14: Node A sent an RUAM to SDNC 

2.5.3. Security Issue in Software Defined Ad hoc Network 

Several security issues arise due to the introduction of SDN in a wireless networks.  In [57] identify 

new opportunity, vulnerability and challenges of SDMN as well a new security architecture for 

mobile network based on SDN. The new proposed security architecture introduce multitier 

mechanism to protect security at different levels between network itself and its users. At the first 

stage, to secure the communication channels between network by separating HIP and IPsec. In 

addition to this, it protects the network from DoS attacks, source address spoofing, and unwanted 

access to the backhaul network with policy-based communications.  

This architecture offers many advantages like centralized controlling, efficient segmentation, 

improve flexibility, automatic network management. However,  the proposed  SDMNs design face 

many security issue like masquerading for isolating the plane, control plane vulnerable to 

DoS/DDoS attacks, the centralized nature of SDMNs exposed to malicious software and the whole 

network become down. Security vulnerabilities in SDN will put in danger the entire network and 

reduce the performance. The attacks on SDN may occur in several modules like a controller, virtual 

machines and OpenFlow switches.  
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The proposed security architecture for SDMNs in  [57] depend on four multitier approaches. The 

first one is called Police Based Communication (PBC) that aimed  to mitigate source address 

spoofing and denial of service attacks, enabling network communications between end hosts only 

if the policy negotiated between the edge nodes has been successful, effectively tackling unwanted 

traffic from entering the network. The second approach of SDMNs is known as Secure 

Communication (SC) channels. The third approach introduce a security method that monitor, 

detect security threats and isolate it using DPI and traffic monitoring techniques called Secure 

Management and Monitoring (SMM ).  

The final approach introduced by SDMNs architecture analysis a network traffic and security 

threats. Then it will provide a real time information for a synchronization module to deploy 

forwarding rules in the data plane based on security policies by using a mechanism called 

Synchronized Network Security and Traffic. However, the integration of SDN in the existing 

mechanism still in its infancy stage still there is a security hole that need further investigation to 

add some cryptography concept for better security solution.  On the other hand, SDN is an evolving 

technology that will provide security defense for a security attack on a network [60, 61].  

 

Figure 2. 15: Security attack and defense as SDN Implementation  
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We summarize various security threats and potential attacks on SD_MANET in each layer with 

their in Table below [59, 60, 62, 63].  

Table 2. 6:  Security threat and vulnerability of SD_MANET layer 

SD_MANET Layer Type of Threat Threat reason and description 

Application 

Lack of authentication 

and authorization 

Possible huge number of third party apps 

Fraudulent rules insertion False flow rules generated by malicious 

application 

Access control and 

accountability 

Lack of binding mechanism for 

application 

Control 

DoS,DDoS,controller 

hijacking or compromise 

Visible nature of control plane 

Unauthorized controller No compelling mechanisms for 

enforcing access control on backhaul 

devices 

Data 

Scalability or availability  Centralized intelligence  

Fraudulent flow rules Lack of intelligence 

Flooding attacks Limited capacity of flow tables 

Controller and DP switch 

masquerading 

Lack of strong authentication 

Control-data 

interface 

TCP level attacks TLS is responsible to TCP level attacks 

Man-in-the-middle attack Optional use of TLS and complexity in 

configuration of TLS 

Application-control 

interface 

Illegal controller access, 

policy manipulation and 

fraudulent rule insertion 

Limited secure APIs, lack of binding 

mechanism between apps and controller 

A good survey of SDMNs found in [61] and introduce the concept of SDN in mobile ad hoc 

network to improve network function, energy efficiency, performance, flexibility and scalability. 

However, the security issue of SDMNs is a significant research work for the future. 
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CHAPTER THREE: DESIGN OF PROPOSED SYSTEM 

3.1.  Overview of Proposed System 

In this section, we provide the scenario in which SDN used for MANET to improve security and 

routing efficiency. Secure routing in a MANETs is achieved using a different cryptosystem 

mechanism. Public-key cryptography is the foundation of internet security, as we know it today, 

allowing two parties to communicate securely without the need to exchange confidential key 

material in advance. All PK cryptosystems in widespread use today are based on either the problem 

of factoring large integers (e.g. RSA) or the problem of computing discrete logarithms in some 

group such as elliptic curves.  

This research work is assumed to be designed for networks with no infrastructure each node act as 

router or end host. The applications connected to the SDNC via North Bound Interfaces to provide 

policies so that the SDNC can determine network routes and make decisions regarding load 

balancing, QoS, firewall, and many more services.  In our work, we design security algorithm 

using the concept of digital signature algorithm and elliptic curve in order to use it with SDNC for 

securing data communication among mobile nodes. We consider proactive routing protocols, to 

how SDN improve routing efficiency of mobile ad hoc network.  

In order to integrate SDN controller with mobile ad hoc network, we use the open flow controller 

that runs on SDNC. To achieve an end to end secure routing among mobile node we use the 

concept of an elliptic curve crptography algorithm called Elliptic Curve Digital Signature 

(ECDSA). This is because ECDSA provide encrption, decryption, signature generation and 

verifaction service with small key size. This features make ECDSA a preferable choice for a device 

with limited power, resource, and energy like MANET, VANET and other wireless device used in 

a network. The designed security algorithm then implemented using java eclipse and then used as 

a security service with SDNC for improve security of mobile ad hoc network.  

We assume that the nodes in a network could be equipped with one or more Wireless Network 

Adapters (WNAs). A single WNA can be used for in-band control and data communications. For 

differentiating between control and data packets, a flow rule entry is installed in the FT for 

forwarding the control packets to the local controller. The port number in the transport header of 

packets is used for identifying control packets.    
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3.2. Design of Proposed MANET Based SDN  

In our proposed system, we use OpenFlow switch protocols to implement SDN for mobile ad hoc 

network. The SDN controller then hosted in one of the mobile nodes in the network, the SDNC 

communicates with a node over multi-hop routes in general, and no location service are employed 

for tracing the positions of the nodes. In this case, we show the scenarion in which a node send a 

secure data communication as shown in Figure 3.1 below. The MANET device named as Alice 

and Bob considered as a proposed secure communication channel, and the need for SDN to 

establish this secure line of communication between this two nodes. In architecture one node is 

considered as a gateway and the other node as a user node. Here the controlling activities  and 

forwarding activities are clearly decoupled where SDN controller is aware of the preseence of user 

nodes as well. 

 

Figure 3. 1: SDN based Mobile Ad hoc Network 
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The controller is programmable and can be used to have many features, including sharing of 

resources. Opn Flow [8] is the standard protocol used to achieve this kind of architecture with a 

controller. Having provided the scenario the aim of the paper is to show the elliptic curve digital 

signature algorithm for secure communications in MANET with SDN controller. Then the results 

are compared with MANET without SDN controller, MANET based SDN with attack and without 

attacks to show the strenght of proposed work.   

The SDN Controller is hosted in one of a mobile ad hoc network for efficient routing in a network 

assumed to provide the following three main function in a network so as SDN adapt to change in 

a network.  

1) The SDN controllers learn, network topology through the topology manager. The SDN 

controller learns the network information such as connectivity among the nodes and the 

number of nodes in the network using topology manager. 

2) It allows every node to keep a route to itself and SDNC. As a network topology changes 

frequently, each node must maintain a route to SDNC for sending their control data 

packets through the connectivity manager. 

3) It also sends a network state and routes in the flow table to maintain route using forward 

manager.  

However, the network topology can be learned, and network routes could be sent in a proactive or 

a reactive manner. Thus a non-OpenFlow routing protocol for SDMN can be designed in several 

possible ways made possible by 1) the separation of CP functions from nodes, 2) separation of CP 

functions from each other, and 3) Centralization of the decision-making process. The internal 

architecture of the node inside SDMN follows the following rules:  

 It forwards data packets for itself and data packets from the applications in other nodes.   

 Each node has a Flow Table (FT) similar to that of an OpenFlow-enabled Forwarding 

Device (FD).  

 The FT contains the rules for forwarding the flows received from the applications or from 

another node.  

 The node routing application communicates with the routing applications in other nodes 

using User Datagram Protocol (UDP) and updates the FT route entries. 

In the standard SDN architecture, each FD has an agent for communicating with SDNC using the 

OpenFlow protocol and installs FT routes [62]. In the proposed SDMN architecture, each FD has 
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a Local Controller (LC) with similar functions, but with a key difference: The SDNC-to-LC 

communication does not use the OpenFlow protocol because the size of its messages may be too 

large for a scarcity-bandwidth MANET environment. The LC converts the routing information 

sent by SDNC in OpenFlow messages to be used with the FT. This is different from the standard 

SDN architecture. The conversion of the routing information into OpenFlow messages allows the 

MANET based SDN architecture to leverage all the benefits of SDN.  

3.3. Proposed ECC_SDN Algorithm 

In this section we provide how ECDSA integrated with SDN Controller to establish secure data 

communication. Our proposed work start with a scenarion in which two node denoted a Alice and 

Bob communicate as we show in our proposed MANET based architecture in Figure 3.1 above. 

The end to end security is achieved by using the elliptic digital signature with SDN controller.  

3.3.1. Setup phase  

First, Alice select a private key to compute her public key for Bob. She then send a global 

parameters information with a point on a curve (like i.e. a, b, p, n, and G ) for both SDNC and 

receiver node denoted as Bob. To sign a message Alice select a random number k between zero 

and a point on a graph used as a limitation as (0<k<n). This value helps to calculate a point on a 

curve in which a message mapped for encryption and then set this value as r. On the other hand, 

she calculate an other  number called s send a message with this two number namely r and s first 

for controller node. The controller then chech for the value of r and s not equal to zero before send 

back to a receiver  node i.e Bob.  

3.3.2. Handshaking  

To authenticate Bob compute a number step a number step to verify whether a signed message is 

come from a source node. First Bob receive a message from SDNC that consist of message digest 

h(x), public key, and the signature component r and s, with a base point G.  A counter is used by 

Bob in order to protect the communication from replay attacks. The overall process of signing 

message m and verification of the message involves key pair generation, signature generation by 

sender node and verification of the signature by receiver node. General flow chart of  proposed 

ECC_SDN based secure routing of mobile node provided as in the following flow chart diagram. 
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Figure 3. 2: Proposed ECC_SDN Security Algorithm 
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In the above flow chart each mobile node follow the procedure stated above as: 

i. Alice generate public key by selecting his private key and then multiply it with a base point 

G(x, y) on elliptic curve. The public key then sent as global parametrs with other parameters 

on a curve (like i.e. a, b, p, n, and G ) for both SDNC and receiver node denoted as Bob. 

ii. She sign a message first by selecting a random number using RNG and calculate point R as 

kG where  0 < k < n, and set this value as r. Shen then calculate the other number s and send 

this value with a message as  (x, [r, s]) for SDN controller. 

iii. First, SDN controller check the validity as of number with a message ( r, s) not to be zero and 

check for r = x1mod value before alice sign a message x with a number (r, s).  

iv. Bob receive this value and verify if a message is sent from source node i.e. Alice. He compute 

a value of u1 and u2 to get point p as u1G+u2 QA..  He then check the original source a message 

as if r = x1mod 

3.3.3. ECC_SDN Based  Authentication  

The secure routing in a MANET is achieved by using the concept of an elliptic curve together with 

a digital signature algorithm through the SDN controller. For sending a signed message from 

sender to receiver, both parts should agree upon elliptic curve domain parameters. For example, 

when Alice wants to send a message to Bob’s, Alice signs the message using her private key for 

authentication. In this section we provide process of signature generation, signing a message and 

verification of the message in order to receive from the source node. 

Algorithm 1. 1: Signature Generation 
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ii. on 

Input: a, b, n, p, G 

Process: 

1. Pick private key Kpra where Kpra in the interval [1, n-1] 

2. Calculate public key Kpuba where Kpuba = Kpra* G 

3. Select random number to sign a message k, where 0<k<n-1 

4. Compute point R = kG = (x1,y1) 

5. Set r =Rx 

6. e = SHA-1(m) 

7. s = k-1(e+ Kpra *r)mod n 

8. If s = 0 abort and start again 

Output: [r, s] that attached with a message as (x, [r, s]) 
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The signature verification is the counterpart of the signature computation. Its purpose is to verify 

the message’s authenticity using the authenticator’s public key. Using the same secure hash 

algorithm as in the signature step, the message digest signed by the authenticator is computed 

which, together with the public key Kpub (x,y) and the digital signature components r and s, leads 

to the result. In verification process the message digest h(m), the public key Kpub (x,y), the signature 

components r and s, and the base point G used as input. The receiver node verify before receiving 

the message x using the following algorithm. 

Algorithm 1. 2: Signature Verification 

 

 

 

 

 

 

 

 

The overall process of signing message m and verification of the message involves key pair 

generation, signature generation by sender node and verification of the signature by receiver node. 

In addition to this, it also uses the different concept in its procedure which involves public keys, 

private keys, point addition and multiplication operations. In this case, the private key is randomly 

generated and only known to sender nodes. In both algorithm the SDN controller helpful to check 

the validity of number r and s that sent with signed message to receiver node. In doing so strong 

node authentication established before communication instigate. 
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Process:  

1) Check whether: 1<r<n-1 and 1<s<n-1  

2) e = SHA-1(m)  

3) calculate w = s-1mod n 

4) calculate u1  = w*e mod n , u2 = w*r mod n 

5) calculate point p = u1*G+ u2*B 

6) Validate Signature: 

px = rmod n  valid signature 

px ≠ rmod n Invalid signature 
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iii. Validity of  Signature   

The receiver node a receive a signed message from sender node as (x, [r, s]). A check a source of 

message a number computation as in the following algorithm.  

Algorithm 1. 3: Proof of the validity of signature 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

px = rmodn for valid signature 

1) Start with px = r mod n, since we know that p = u1*G+ u2* 

2) x(u1*G+ u2*B) = r mod n,from the above algorithm u1  = w*h(x)*mod n , u2 = w*r mod n 

3) x[G* w*h(x)* mod n + B* w*r mod n] = r mod n 

4) x*w*mod n[G*h(x) + B*r] = r mod n, and w = s-1 mod n, B = d*G 

5) x* s-1 modn[Gh(x) + dGr] = r mod n, G as common factor 

6) xG* s-1 mod n[h(x) + dr] = r mod n ,rewrite s-1 =  
1

s
  =  

k

(h(x)+d∗r)mod n
   

7) 
xkG modn[h(x)+dr]

[h(x)+d∗r]
  = r modn 

8) xkG modn = rmodn, kG = R 

9) xRmodn = rmodn, since xR = r 

10) rmodn = rmodn 
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CHAPTER FOUR: IMPLEMENTATION, RESULT AND DISCUSSION 

4.1. Overview of Simulation Tools 

There are very limited software choices for conducting simulation/emulation based studies of SDN 

networks. Mininet is a network emulator, which creates a network of virtual hosts, switches, 

controllers, and links [68, 69]. Mininet networks run real code including standard Unix/Linux 

network applications as well as the real Linux kernel and network stack. Mininet hosts run standard 

Linux network software, and its switches support OpenFlow for highly flexible custom routing 

and SDN. As a result, Mininet creates a realistic virtual network, running real kernel, switch and 

application code, on a single machine.  

Nearly every operating system virtualizes computing resources using a process abstraction. 

Mininet uses process-based virtualization to run many hosts and switches on a single OS kernel.  

Mininet can create kernel or user-space OpenFlow switches, controllers to control the switches, 

and hosts to communicate over the simulated network. Mininet connects switches and hosts using 

virtual Ethernet pairs. Mininet currently depends on the Linux kernel. Mininet-based networks 

cannot exceed the CPU or bandwidth available on a single server. Unfortunately, Mininet cannot 

support the emulation of wireless links.  

NS-3 is a discrete-event computer network simulator, primarily used in research and teaching [65]. 

NS-3 is free software, publicly available under the GNU GPLv2 license for research, development, 

and use. NS-3 lacks the support for protocols (like WSN, MANET etc.) which were supported in 

NS-2. NS-3 is also not backward compatible with NS-2. NS-3 has OpenFlow support, which for 

the time being is restricted to being simulation only. The design of the class’s specific to providing 

SDN simulation capabilities in NS-3 primarily center on implementing an SDN controller and 

OpenFlow-enabled switch as user-defined applications. As with NS-2, NS-3 is also time 

consuming to learn and use compared to GUI-based simulators.  

Other known network simulation software, such as QualNet, NetSim, GloMoSim, OMNeT++, do 

not appear to support SDN. In this research work, we prefer mininet simulation tools to implement 

SDN based network. Because we can easily interact with our network using mininet CLI, 

customize it, share it with others or deploy it on real hardware. Mininet is also an open-source 

simulation tool that develops, shares and experiment OpenFlow and SDN system. 
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4.2. Development and Simulation Environment 

POX controller comes pre-installed with the Mininet virtual machine. Using POX controller, you 

can turn dumb OpenFlow devices into the hub, switch, load balancer, firewall devices. The POX 

controller allows an easy way to implement OpenFlow/SDN experiments. Different parameters 

can be passed to POX according to real or experimental topologies, thus allowing you to run 

experiments on real hardware, testbeds or in Mininet emulator. Moreover, its switches support 

OpenFlow, which helps in developing OpenFlow based applications used in SDN environment. It 

also provides an extensible python API for the creation of the network.  

Mininet also support other programming language through its expensible API to implement 

security application. In this research as we describe in chapter four, UDP packets are used for both 

data and control communication. We presented the code for generating both data and control in 

appendix and simple traffic generation using Scapy script as shown in Figure 4.1 below.  

 

Figure 4. 1: Data and control packet generation Scapy scrip 

In this research work we implement security using Java eclipse to achieve an end to end secure 

routing for MANET based SDN architecture and run on mininet through API. Since both mininet 

and eclipse support python we make use of eclipse java to develop security and run it on mininet 

simulation envirnment. Many cryptography algorithms that used for security purpose developed 

as a security application using Java eclipse.  
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Simulation scenario  

The MANET based SDN architecture and proactive routing protocols are implemented using 

Mininet simulator and their performance is evaluated in different scenarios. The result then 

compared with MANET based SDN with attack and without attack using OLSR proactive routing 

protocol.  For each simulation experiment, the runtime is 200 simulated seconds, of which the first 

50 are used for start-up time. The results used for comparison are the average of 20 runs. Nodes 

are positioned in a rectangular area 800 × 800 m using the randomness algorithm described 

L’Ecuyer et al. Data applications are configured in 10 nodes, which send data to a different set of 

10 nodes in the network. Each node is equipped with a single wireless network adapter working in 

the ad hoc mode with the IEEE 802.11b wireless standard. The RTS/CTS threshold = 0, so all 

unicast packets require RTS/CTS handshakes. A node in a network use UDP data packet for 

communication of mobile node under this architecture.  

 

Figure 4. 2:  MANET based SDN Network Setup 

We finally connected an attacker to each node of mobile ad hoc network for each scenario of the 

experimentation. The attacker operates from an i5-4200M CPU of 2.5GHz processor laptop. We 

measure the performance in terms of throughput and latency. The following network metrics are 

used for comparing MANET routing, MANET based SDN routing, and MANET based SDN with 

attack:   
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 Average Throughput (AT): The average rate at which the application data is successfully 

received by the destination nodes.   

 Packet Delivery Ratio (PDR): The ratio of data packets successfully delivered to data 

packets sent.   

 Average end-to-end delay (Ae2eD): The average time used by the data packets to reach   

their destinations nodes. 

4.3. Result and Discussion  

A. Measure of  SDMN Performance 

The performance of proposed system in this research work consider for network with small size 

that is from 30 nodes to 50 nodes. Within this range we evaluate a network using end-to-end delay, 

packet delivery ration and average throughput as follows.   
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Figure 4. 3: Simulation experiments result for small networks 

As the simulation experiment show that the packet delivery ratio and average throughput for 

MANET based SDN and MANET without SDN are almost the same. On the other hand, end-to-

end delay for MANET based on SDN is lower than normal mobile ad hoc network. The lower 

delay for MANET based SDN come from a shorter routes select by SDN controller using a 

centralized global view of the network. However, the average number of data packet forwarded in 

both MANET based SDN and normal MANET almost identical length.  

ii. High Node Speed 

In this scenario the node speed range between 5 and 20m/s for a 50 node network simulated and 

the result given as follows  
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Figure 4. 4: The simulation experiment result for network with high node speed 

The packet delivery ratio and average throughput decrease in MANET based on SDN due to fewer 

route update packets reaching the nodes. If the route is not changed with change in network 

topology, then it results in extra Media Access Control (MAC) layer retransmissions and data 

packet drops. 

iii. High Interference  

For this scenario, we simulate increased interference by reducing the size of data packets by 

keeping data rate constant which lead to generation of more data packets. 
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Figure 4. 5: The simulation experiment result for network with high interference 

In this case network of 50 nodes is taken and the result shows that packet delivery ratio and 

throughput is almost the same for MANET based on SDN but they increase in normal MANET. 

The end to end delay is lower in MANET with SDN for large data packet (1024 bytes) but as data 

packets decrease i.e. interference increase average end to end delay also increase due to the 

increase in the total number of packets in the network. In normal MANET, for large data packets 

(1024 bytes) the large size control packet, data packets interfere and collide with the broadcast 

make more retransmissions and result in an increase of end to end delay, and low throughput. But, 

the collisions decrease by decreasing data packets which result in higher average throughput and 

packet delivery ratio, and lower end to end delay. 

Table 4. 1: Comparison of proposed and existing architecture 

 

Existing Architecture Proposed Architecture 

Without Attack  With Attack  

Throughput (Mbps) 427.933 425.103 

Latency (ms) 0.0074 0.0076 
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The network performance of proposed architecture with and without attacks then measured and 

compared to the existing architecture by considering UDP throughput and lattency in Table 4.1 

below. As we observe from the table above, the proposed secure data channels lower throughput 

in 0.6%.  The latency for proposed system increase in 2.7% compared to the existing MANET 

based SDN data channel. Here the performance of network reduced due to extra layer of encryption  

of ECC algorithm added to proposed secure data channel.  

B. Measurement of  Security Strenght and Other Performance  

In this work, the secure data channel communication among mobile node  depend on the difficult 

of Elliptic Curve Discret Logarithm Problem ( ECDLP ), and the security resulted from such 

problems is still sufficient under the reasonable computational complexity. Therefor, the proposed 

ECC_SDN algorithm hence used to mitigate routing attacks such as spoofing attack, wormwhole 

attack, flooding attack, and sink hole by creating strong detection, prevention and authentication 

mechansism for MANET. 

i. Computational Time  

Computation cost and running time of cryptographic operations play a major role in efficiency of 

cryptosystems. The time performance of ECC based SDN for security of mobile ad hoc network 

is measured in time function and compared to RSA for signature generation and verification of 

data packet sent between each mobile nodes in a network. We demonstrate this as shown in Table 

4.2 below for comparison.  

Table 4. 2: Execution time of signature generation and verification 

Signature Generation Execution Time Signature Verification  Execution Time 

RSA ECC Based SDN RSA  ECC Based SDN  

Key length 

(bits) 

Times 

(sec) 

Key length 

(bits) 

Times 

(sec) 

Key length 

(bits) 

Times 

(sec) 

Key length 

(bits) 

Times 

(sec) 

1024  0.01  163  0.15  1024  0.01  163  0.23  

2240  0.15  233  0.34  2240  0.01  233  0.51  

3072  0.21  283  0.59  3072  0.01  283  0.86  

7680  1.53  409  1.18  7680  0.01  409  1.80  

15360  9.20  571  3.07  15360  0.03  571  4.53  
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Figure 4. 6: RSA Execution Time 

 

Figure 4. 7: ECC Based SDN Execution Time 

From the above table we can find that RSA has roughly 10 times computational overheads than 

ECC based SDN. Systems parameters and key pairs are shorter for ECC based SDN. ECC based 

SDN offers considerable bandwidth saving over RSA as for same level of security.  RSA requires 

much larger key size. Key generation is faster in ECC based SDN than RSA. Encryption is faster 

in ECC based SDN but decryption is slower than RSA. Therefore, we can say that ECC with SDN 

is preferable choice for device with limited resource like mobile devices, which have low 

computational power, and low memory storage. 

ii. Key Size Comparison 

Performance of an ECC depends on efficient computation of scalar multiplication (kG. Key size 

of 163-bit ECC has equivalent security level with 1024-bit RSA as NIST observation [66].  
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Therefore, it is clear that ECC is considered as a safe use in cryptographic applications since it 

require shorter length key for same level of security as shown in Figure 4.8 as follows.  

 

Figure 4. 8: Comparison RSA and ECC_SDN of key size for security purpose 

iii. Memory Requirement  

The memory required for both algorithm is compared and analyzed depending on key size and 

level of security to identify better algorithm in memory consumption in key generation for 

MANET based SDN in providing security as in table below.  

Table 4. 3: Comparison of RSA and ECC Based SDN Algorithm in Memory Consumption  

Key size 

(bits) 

Memory requirement ( bytes) 

RSA ECC Based SDN 

80 157 97 

112 236 131 

128 313 139 

192 491 153 

Bit size of the key determines space or memory demands. Smaller key size is more effective since 

it requires less hardware resources, low-key transmission time, less memory for storage, low cost 

of arithmetic computation and low bandwidth.  

 

Figure 4. 9: Memory Required of RSA and ECC Based for Key Generation 
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As we observe from Figure , ECC with SDN  is better than RSA in terms of memory requirements 

and need less memory usage. ECC offers the same security level than RSA with using less 

memory. We summarize the comparison of RSA and ECC algorithm in terms of computational 

overhead, key size, bandwidth usage, key generation, and efficiency in Table as follows: 

Table 4. 4: ECC_SDN and RSA an Overall Comparison 

Parameters  ECC Based SDN RSA  

Computational Overheads  Less than that of RSA can be saved  More than ECC  

Key Sizes  System parameters and key pair are 

shorter for the ECC_SDN  

System parameters and key 

pair are larger for the RSA  

Bandwidth saving  ECC_SDN offers considerable 

bandwidth saving over RSA  

Much less bandwidth saving 

than  ECC_SDN 

Key generation  Faster  Slower  

Small Devices Efficiency  Much more efficient  Less efficient than ECC_SDN  
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CHAPTER FIVE: CONCLUSION AND FUTURE WORK 

5.1. Conclusion  

In recent day, networks have been increasing a lot both in size and in requirements. To manage 

and control the ever-growing network, we need a new method and mechanism that enhances 

performance and security at the same time. Nowadays, security is a critical issue, particularly in 

wireless network such as MANET, VANET, WSN and some other wireless network. This thesis 

emphases on secure mobile ad hoc network based on software defined networking using elliptic 

curve cryptography for security and improving efficiency routing in mobile ad hoc network.  

Software define networking in any network architecture provides a mechanism to configure the 

switches programmatically at runtime and manage the network infrastructure more in an efficient 

way. The SDN provides a complete view of the whole network and its status together with 

application in order to allow them to implement various logical network topologies on a single 

device through SDN controller in order to efficiently reconfigure them when needed and 

communicate. In all wireless networks SDN provide many advantages in terms of energy 

consumption, network management, configuration, routing, mobility and localization, and 

interoperability. It also used as a security solution for intrusion detection, anomaly detection and 

DDoS/DoS prevention and detection both in network based and host based security. However, 

security is a challenging issue both for wired and wireless based SDN.  

In this research work, we provide the use of SDN in various wireless networks both in 

infrastructure based wireless network such as a cellular network and infrastructure less wireless 

network such as wireless mesh network, wireless sensor network, vehicular ad hoc network and 

mobile ad hoc network. The use of software-defined networking improve routing efficiency and 

security to some level of extent. However, some security attacks arise as we implement SDN due 

to different factors. Hence, one way of establishing secure routing in SDMN architecture is using 

cryptography mechanism.  

In our work, we establish secure routing for mobile ad hoc network based on SDN using elliptic 

curve digital signature algorithm through SDN controller. This technique provide strong 

authentication mechanism that overcome the drawback of IBC used with MANET based SDN in 

existing system particularly authentication, integrity, non-repudiation, and availability security 
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service. We found that a better security compared to other public key cryptography by using a 

smaller key size. It is also capable of providing security service such as confidentiality, integrity, 

authenticity and non-repudiation.  

5.2. Future Work  

Nowadays SDN has become a hot research issue in both industry and academia due to its 

application in today’s ever growing technology like cloud computing, big data, IoT and some other 

wireless networks. The design of a concrete software defined networking that produce a power-

aware multicast routing protocol for SDN-cluster based MANET with minimum energy 

consumption with different real-world applications still need the effort of researchers. The 

centralized control of SDN used for a network may suffer from denial of service attack and man 

in the middle attack due to the huge amount of data produced in IoT network, and data privacy is 

a critical issue in IoT network.  

Generally, many issues remain to be addressed since SDN is still in its infancy and on the way 

towards SDN based mobile ad hoc networks like security, scalability and visualization in the 

wireless domain. The use of different security algorithm with software-defined networking in 

providing security service left us additional work for wireless network since the use of SDN is in 

its initial stage. We try to use ECC based SDN algorithm to establish secure routing among mobile 

node in this research work but this algorithm does not work well with multipath routing in mobile 

ad hoc network.  
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Appendix A: ECC_SDN Controller Code  
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i. ECC_SDN code for signing and validating message 
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Code for point addition 

Code for Point doubling  

Code point multiplication. 
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ii. Code to  pick up secret key, sign and  send a message 
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iii. Code to obtain signed message, receive and validate a message 
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Appendix B: ASCII - Binary Character 

Table 1. Conversions between ASCII, decimal, hexadecimal, octal, and binary values 

ASCII Decimal Hexadecimal Octal Binary 

null 0 0 0 0 

start of header 1 1 1 1 

start of text 2 2 2 10 

end of text 3 3 3 11 

end of 

transmission 

4 4 4 100 

enquire 5 5 5 101 

acknowledge 6 6 6 110 

bell 7 7 7 111 

backspace 8 8 10 1000 

horizontal tab 9 9 11 1001 

linefeed 10 A 12 1010 

vertical tab 11 B 13 1011 

form feed 12 C 14 1100 

carriage return 13 D 15 1101 

shift out 14 E 16 1110 

shift in 15 F 17 1111 

data link escape 16 10 20 10000 

device control 

1/Xon 

17 11 21 10001 

device control 2 18 12 22 10010 

device control 

3/Xoff 

19 13 23 10011 

device control 4 20 14 24 10100 

negative 

acknowledge 

21 15 25 10101 

synchronous idle 22 16 26 10110 
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Table 1. Conversions between ASCII, decimal, hexadecimal, octal, and binary values 

ASCII Decimal Hexadecimal Octal Binary 

end of 

transmission 

block 

23 17 27 10111 

cancel 24 18 30 11000 

end of medium 25 19 31 11001 

end of file/ 

substitute 

26 1A 32 11010 

escape 27 1B 33 11011 

file separator 28 1C 34 11100 

group separator 29 1D 35 11101 

record separator 30 1E 36 11110 

unit separator 31 1F 37 11111 

space 32 20 40 100000 

! 33 21 41 100001 

" 34 22 42 100010 

# 35 23 43 100011 

$ 36 24 44 100100 

% 37 25 45 100101 

& 38 26 46 100110 

' 39 27 47 100111 

( 40 28 50 101000 

) 41 29 51 101001 

* 42 2A 52 101010 

+ 43 2B 53 101011 

, 44 2C 54 101100 

- 45 2D 55 101101 

. 46 2E 56 101110 

/ 47 2F 57 101111 

0 48 30 60 110000 
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Table 1. Conversions between ASCII, decimal, hexadecimal, octal, and binary values 

ASCII Decimal Hexadecimal Octal Binary 

1 49 31 61 110001 

2 50 32 62 110010 

3 51 33 63 110011 

4 52 34 64 110100 

5 53 35 65 110101 

6 54 36 66 110110 

7 55 37 67 110111 

8 56 38 70 111000 

9 57 39 71 111001 

: 58 3A 72 111010 

; 59 3B 73 111011 

< 60 3C 74 111100 

= 61 3D 75 111101 

> 62 3E 76 111110 

? 63 3F 77 111111 

@ 64 40 100 1000000 

A 65 41 101 1000001 

B 66 42 102 1000010 

C 67 43 103 1000011 

D 68 44 104 1000100 

E 69 45 105 1000101 

F 70 46 106 1000110 

G 71 47 107 1000111 

H 72 48 110 1001000 

I 73 49 111 1001001 

J 74 4A 112 1001010 

K 75 4B 113 1001011 

L 76 4C 114 1001100 
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Table 1. Conversions between ASCII, decimal, hexadecimal, octal, and binary values 

ASCII Decimal Hexadecimal Octal Binary 

M 77 4D 115 1001101 

N 78 4E 116 1001110 

O 79 4F 117 1001111 

P 80 50 120 1010000 

Q 81 51 121 1010001 

R 82 52 122 1010010 

S 83 53 123 1010011 

T 84 54 124 1010100 

U 85 55 125 1010101 

V 86 56 126 1010110 

W 87 57 127 1010111 

X 88 58 130 1011000 

Y 89 59 131 1011001 

Z 90 5A 132 1011010 

[ 91 5B 133 1011011 

\ 92 5C 134 1011100 

] 93 5D 135 1011101 

^ 94 5E 136 1011110 

_ 95 5F 137 1011111 

` 96 60 140 1100000 

a 97 61 141 1100001 

b 98 62 142 1100010 

c 99 63 143 1100011 

d 100 64 144 1100100 

e 101 65 145 1100101 

f 102 66 146 1100110 

g 103 67 147 1100111 

h 104 68 150 1101000 
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Table 1. Conversions between ASCII, decimal, hexadecimal, octal, and binary values 

ASCII Decimal Hexadecimal Octal Binary 

i 105 69 151 1101001 

j 106 6A 152 1101010 

k 107 6B 153 1101011 

l 108 6C 154 1101100 

m 109 6D 155 1101101 

n 110 6E 156 1101110 

o 111 6F 157 1101111 

p 112 70 160 1110000 

q 113 71 161 1110001 

r 114 72 162 1110010 

s 115 73 163 1110011 

t 116 74 164 1110100 

u 117 75 165 1110101 

v 118 76 166 1110110 

w 119 77 167 1110111 

x 120 78 170 1111000 

y 121 79 171 1111001 

z 122 7A 172 1111010 

{ 123 7B 173 1111011 

| 124 7C 174 1111100 

} 125 7D 175 1111101 

~ 126 7E 176 1111110 

DEL 127 7F 177 1111111 

  128 80 200 10000000 

  129 81 201 10000001 

  130 82 202 10000010 

  131 83 203 10000011 

  132 84 204 10000100 
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Table 1. Conversions between ASCII, decimal, hexadecimal, octal, and binary values 

ASCII Decimal Hexadecimal Octal Binary 

  133 85 205 10000101 

  134 86 206 10000110 

  135 87 207 10000111 

  136 88 210 10001000 

  137 89 211 10001001 

  138 8A 212 10001010 

  139 8B 213 10001011 

  140 8C 214 10001100 

  141 8D 215 10001101 

  142 8E 216 10001110 

  143 8F 217 10001111 

  144 90 220 10010000 

  145 91 221 10010001 

  146 92 222 10010010 

  147 93 223 10010011 

  148 94 224 10010100 

  149 95 225 10010101 

  150 96 226 10010110 

  151 97 227 10010111 

  152 98 230 10011000 

  153 99 231 10011001 

  154 9A 232 10011010 

  155 9B 233 10011011 

  156 9C 234 10011100 

  157 9D 235 10011101 

  158 9E 236 10011110 

  159 9F 237 10011111 

  160 A0 240 10100000 
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Table 1. Conversions between ASCII, decimal, hexadecimal, octal, and binary values 

ASCII Decimal Hexadecimal Octal Binary 

  161 A1 241 10100001 

  162 A2 242 10100010 

  163 A3 243 10100011 

  164 A4 244 10100100 

  165 A5 245 10100101 

  166 A6 246 10100110 

  167 A7 247 10100111 

  168 A8 250 10101000 

  169 A9 251 10101001 

  170 AA 252 10101010 

  171 AB 253 10101011 

  172 AC 254 10101100 

  173 AD 255 10101101 

  174 AE 256 10101110 

  175 AF 257 10101111 

  176 B0 260 10110000 

  177 B1 261 10110001 

  178 B2 262 10110010 

  179 B3 263 10110011 

  180 B4 264 10110100 

  181 B5 265 10110101 

  182 B6 266 10110110 

  183 B7 267 10110111 

  184 B8 270 10111000 

  185 B9 271 10111001 

  186 BA 272 10111010 

  187 BB 273 10111011 

  188 BC 274 10111100 
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Table 1. Conversions between ASCII, decimal, hexadecimal, octal, and binary values 

ASCII Decimal Hexadecimal Octal Binary 

  189 BD 275 10111101 

  190 BE 276 10111110 

  191 BF 277 10111111 

  192 C0 300 11000000 

  193 C1 301 11000001 

  194 C2 302 11000010 

  195 C3 303 11000011 

  196 C4 304 11000100 

  197 C5 305 11000101 

  198 C6 306 11000110 

  199 C7 307 11000111 

  200 C8 310 11001000 

  201 C9 311 11001001 

  202 CA 312 11001010 

  203 CB 313 11001011 

  204 CC 314 11001100 

  205 CD 315 11001101 

  206 CE 316 11001110 

  207 CF 317 11001111 

  208 D0 320 11010000 

  209 D1 321 11010001 

  210 D2 322 11010010 

  211 D3 323 11010011 

  212 D4 324 11010100 

  213 D5 325 11010101 

  214 D6 326 11010110 

  215 D7 327 11010111 

  216 D8 330 11011000 
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Table 1. Conversions between ASCII, decimal, hexadecimal, octal, and binary values 

ASCII Decimal Hexadecimal Octal Binary 

  217 D9 331 11011001 

  218 DA 332 11011010 

  219 DB 333 11011011 

  220 DC 334 11011100 

  221 DD 335 11011101 

  222 DE 336 11011110 

  223 DF 337 11011111 

  224 E0 340 11100000 

  225 E1 341 11100001 

  226 E2 342 11100010 

  227 E3 343 11100011 

  228 E4 344 11100100 

  229 E5 345 11100101 

  230 E6 346 11100110 

  231 E7 347 11100111 

  232 E8 350 11101000 

  233 E9 351 11101001 

  234 EA 352 11101010 

  235 EB 353 11101011 

  236 EC 354 11101100 

  237 ED 355 11101101 

  238 EE 356 11101110 

  239 EF 357 11101111 

  240 F0 360 11110000 

  241 F1 361 11110001 

  242 F2 362 11110010 

  243 F3 363 11110011 

  244 F4 364 11110100 
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Table 1. Conversions between ASCII, decimal, hexadecimal, octal, and binary values 

ASCII Decimal Hexadecimal Octal Binary 

  245 F5 365 11110101 

  246 F6 366 11110110 

  247 F7 367 11110111 

  248 F8 370 11111000 

  249 F9 371 11111001 

  250 FA 372 11111010 

  251 FB 373 11111011 

  252 FC 374 11111100 

  253 FD 375 11111101 

  254 FE 376 11111110 

  255 FF 377 11111111 
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