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Abstract  

SQL (structured query language) injection is one of the threats to database-driven applications. In 

application source code, checking the SQL injection vulnerability is vital hence identified as the 

common attack on database-driven application.  By implementing SQL injection, the attacker can 

gain full access to the application or database so that it provides unauthorized access for attackers. 

Although there are many readily available SQL injection attack detection tools, helping software 

developers in checking open-source projects and software is limited. The open-source code 

repository enables developers to collaborate on development and to report issues for the developer. 

Hence, it becomes a huge resource for software project information.  

In this study, a method to detect SQL injection attacks based using ontology-based machine 

learning techniques is proposed. The research came up with the SQL injection tool developed 

which integrated an ontology-based machine learning technique. The ontology is developed from 

issues and pull requests of the open-source code repository. It proposes SQL injection ontology 

for detecting SQL injection attack vulnerability in software project. The proposed ontology was 

evaluated by checking its completeness and its validity using manual tagging. The results have 

demonstrated that the proposed ontology is complete and valid. The knowledge acquired from the 

ontology is used to check for known SQLi vulnerability. The SVM algorithm classifier was trained 

with the SQL query dataset. Moreover, to measure the effectiveness of the system, detection 

experiments have been performed for some projects. The system is tested with the selected project 

from the open-source repository. The developed prototype considers the common SQLi 

vulnerabilities and meets its design requirements. 

 

Keywords - SQL injection, Security Ontology, Open Source Software, Code 

Repository. 
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CHAPTER ONE 

1 INTRODUCTION 

1.1 Background 

The database-driven application uses a Database Management System (DBMS) as a back-end 

to store data. In addition to storing the data, the Database Management System also stores 

stored procedures, functions, and other information. Structured Query Language (SQL) is the 

one an application talks to the database [1]. SQL is an ANSI (American National Standards 

Institution) standard computer language for accessing and manipulating database systems. SQL 

statements are used to retrieve and update data in the database. Even though there is a different 

version of the SQL language, they support the same major statements and keywords in a similar 

manner such as SELECT, UPDATE, DELETE, INSERT, and the like. SQL works with 

database programs like Microsoft Access, Microsoft SQL Server, Oracle, MySQL, 

PostgreSQL, etc. [2].  

 

Figure 1-1: General Architecture of Database driven application 

Today’s database-driven applications as depicted in Figure 1-1, are built on 𝑛-tier architecture, 

in which, the data management, application processing, and presentation tier are logically 

separated. Instead of rewriting the entire application, now the developers have to add or modify 

a specific tier as needed, which helps in ease of design and maintenance. The data management 

tier consists of a database server, where confidential information relating to the application, 

and the users is stored and retrieved [3]. 
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A developer writes SQL statements to enable the application to interact with the back-end and 

perform some database operations necessary for the application to function. This SQL 

statement contains a parameter to determine only the required records returned from the 

database or actions performed to the database. The value of the parameter can be provided by 

the user through a form field, URL parameter, and the like and dynamic SQL query will be 

generated and send to the database. The DBMS program will execute the query and return the 

result [4]. 

Most of the applications that we use every day are database driven application applications. 

This application can be a closed source or open-source software. Organizations and users have 

an option to choose an open-source project or develop their own closed source software.  

Open-source software developed by community collaboration and can be freely used. The 

source code of open source projects hosted on code repository servers. Among the software on 

open-source code repository, content management system, and domain-specific database-

driven application are common.  Organizations and users used those applications in their day-

to-day business activity without considering the security vulnerability. The software developer 

also uses open source projects in their software. They also choose to make the applications 

accessible over the Internet to increase accessibility [5]. 

SQL Injection attacks are one of the top-most threats for database-driven applications and SQL 

injection is one of the most serious vulnerability types. They are easy to detect and identify the 

vulnerability hole created for attackers to exploit for different reasons such as financial fraud, 

theft of confidential data [6].  

The attacker provides a carefully crafted input value for the input filed, used as a parameter 

value to the SQL query, will be interpreted as a part of SQL query rather than as a value of the 

attribute, then the database program executes the SQL query as modified by the attacker [4] 

[7]. This technique of hacking a database-driven application is called SQL injection (SQLi).  

SQLi attack inserts or injects SQL query via the input parameter from the application to the 

database as part of the parameter value. A successful SQL injection exploit can read sensitive 

data from the database, modify database data (Insert/Update/Delete), execute administration 

operations on the database such as shutdown the DBMS in a database-driven application [8]. 
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The database-driven application becomes an integral part of people’s day-to-day activities, 

such as financial and banking, entertainment, communication, shopping, and so on. At the same 

time, the attack has become increasingly diversified and lead to more serious damage [6].  

The SQL injection vulnerability in applications allows malicious users to obtain unrestricted 

access to private and confidential data from the application's underlying database. SQL 

injection attack occurs when a malicious user, through specifically crafted input, causes a web 

application to generate and send a query that functions differently than the programmer 

intended [9]. 

SQL injection has been a common vulnerability for many years and a number one vulnerability 

in Open Web Application Security (OWASP), is an open-source, global security organization 

dedicated to security research of application, 2017 global security report vulnerability lists [10]. 

Many approaches were proposed by researchers to deal with SQL injection vulnerabilities such 

as static analysis, dynamic monitoring, machine learning, and so on  [1] [11] [3] [8]. 

Machine learning techniques are required to improve the accuracy of predictive models. 

Machine Learning has proven to be a robust tool for detecting SQLI attacks [3] [12].  

Machine Learning algorithms can be broadly classified as Supervised Learning algorithms and 

Unsupervised Learning algorithms. Supervised learning is a type of machine learning that uses 

a dataset called a training dataset and each individual component of this dataset is labeled. The 

supervised learning model basically learns the relationship between the data and the label and 

then uses this learned information to classify new data that it has never seen before [13] [14] 

[15]. For training and testing purposes, those datasets can be obtained from a different source 

as structured or unstructured data. Server logs, web requests, source code repositories are some 

of the data sources for unstructured data used to train and test supervised learning algorithms 

[16]. 

Code Repository is a software that tracks and manages changes to a set of files and resources. 

Code repositories help teams to work together and collaborate on code projects/files. They store 

several open-source software and libraries. Several open-source software is available today for 

use in the production system, software development as a dependency library or to use as it is. 

The use of Open source software and libraries are increased in software development industries 

[17].  
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In the normal course of software development, software developers rely on various open-source 

libraries, open-source content management systems, and other plugin projects. The user also 

uses open-source software for conducting their day-to-day activities [14]. 

Open source projects and libraries comprise source code that is open for anyone to inspect, 

modify, update, or enhance. This type of programming embraces innovative ideas of 

collaboration, open exchange, transparency, and community-oriented development. This also 

enables the developers or users to customize and add special functionality without starting from 

scratch [18] [19]. 

Software developers and users are then able to access the source code easily and add their input 

of code or fix parts that may not function as intended. The design of open source software and 

their licenses encourages all computer programmers and users to access public projects and 

add or modify their input to get fit for the requirements [20]. 

The use of open-source software and libraries in software development brings a new 

vulnerability hole for the product in development or in use. The developers link these products 

and code libraries with little consideration of threats, vulnerabilities, and exposures present in 

them. The user also uses the software without consideration and knowing the security 

vulnerabilities identified by other users. 

The code repository can also serve as an unstructured data source to build a machine learning 

based and knowledgebase system. It contains information such as bug reports, issues, pull 

requests, and commits about the project in addition to the source code. If such information 

extracted from the source repository can provide useful information about program security 

vulnerability [14]. 

1.2 Statement of the problem 

A major challenge in the field of software development is to make sure each and every line of 

the code does not open security hole. The security of software project depends on many 

elements, one of which is a code contain Structured Query Language (SQL) query statement 

[21]. SQL is composed of data definition language and data manipulation language to interact 

with the database and perform database operations. The SQL query can contain keywords, 

identifiers, operators, literal, punctuations symbols, and built-in functions. The application 

developer uses SQL to interact with the database, manipulate database operation, and retrieve 

data from the database server required for the application to function. The developers write 

SQL query in their application source code to allow application user to enter parameter values 
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from the user interface and send to the database server to get the required information. 

Meanwhile, attackers study and follow those SQL query syntax and inject with carefully 

crafted parameter value to execute malicious SQL queries in the database server [22] [23].   

 Nowadays, with the increasing growth of database-driven applications, the attacks against 

those databases also increased. SQL injection is the most common database-driven application 

vulnerabilities [24] [25]. SQL injection is a technique used by hackers to execute malicious 

SQL queries on the database server and gain unauthorized access. Hacker uses SQL injection 

vulnerabilities in an application program to send carefully designed parameters in the form of 

user input, later the database engine executes the input parameter as part of the SQL query. The 

Code Snippet 1.1 demonstrates how the attacker uses the application's SQL injection 

vulnerability hole to bypass login credentials.  

Code Snippet 1.1: Sample SQL injection vulnerability demonstration 

 

As depicted in Code Snippet 1.1 the login program accepts username and password and 

generates a dynamic SQL query and executes the query to check whether the user with the 

given username and password exists or not. For example, if the user enters username ‘admin’ 

and password ‘pass’, the program generates a query ‘select username from user where 

username=’admin’ and password=’pass’’. If the attacker introduces simple malicious input, 

for example, username ‘admin’--‘ and password ‘any’, the program will generate the query 

‘select username from user where username=’admin’--’ and password=’pass’’ and send to 

the database to execute. If the program fails to detect such an attack, the attacker can get access 

to the system. 

The risk of SQL injection ranges from retrieving sensitive data to altering, modifying, or 

deleting records to a total loss of the database. Confidentiality and integrity also will be 

compromised [11]. 

public boolean signin (String username, String password) { 
       boolean found = false;     

String qry = "select username from user where username='" + username +                 
"'&& password ='" + password + "'"; 

 stmt.execute(qry); 
 ResultSet rst = stmt.getResultSet(); 
 if (rst.first()) { 
  found = true; 
 } else 
  found = false; 
 return found; 
 } 
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In today's program development world, the increase of open source software and libraries with 

code repositories creates a new approach to collaboration in software development, integration, 

and usage. So a vulnerability that is found in one program can be inherited in another program 

when used as a dependency library or content management system to develop other systems. 

The use of open-source projects increases the need to track security vulnerabilities and bugs 

that are present within the projects. The collaboration of developers in source code repositories 

with different reports such as bug reports, commits, pull requests, release notes, and the like, 

enable developers and users to know pre-identified reports on open-source projects [18] [15].  

To better protect the product in development and inform open-source software users about SQL 

injection vulnerabilities, it is important to create a repository of known SQL injection 

vulnerability detectors in these open-source software projects and learns SQL injection 

vulnerability from the source code repository. Therefore, the aim of this thesis is to propose an 

SQLI (SQL injection) vulnerability ontology from source code repository issues and pull 

requests, and SQLI vulnerability detector that uses the ontology-based machine learning 

technique to check SQL injection vulnerability in software source code. Hence, the key 

research questions are: 

 What are the concepts and relations that need to be presented in a SQLI vulnerability 

ontology from source code repository issue reports? 

 How to learn SQL injection vulnerabilities pattern from code repositories and detect 

similar code patterns in program source code? 

 How can the ontology be used by software developer or open source software user to 

check SQLI vulnerability hole in source code?   

In this research work, a model to detect SQL injection vulnerability using ontology-based 

machine learning techniques is proposed. The model built from code repositories to learn 

program code patterns and detect SQL injection vulnerable code fragments. A known or 

reported SQL injection vulnerabilities database is also built from source code repository reports 

of version control systems like GitLab1, GitHub2, Bitbucket3, etc to determine SQL injection 

vulnerable software or libraries in use. SQL injection vulnerabilities reported on these 

platforms will be collected and represented in a vulnerability ontology. The ontology then 

becomes a store for the SQL injection vulnerabilities collected from various open-source 

                                                 
1 https://gitlab.com/  
2 https://github.com/  
3 https://bitbucket.org/  

https://gitlab.com/
https://github.com/
https://bitbucket.org/
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software and libraries' code repositories. Various developers and users can query the Model 

and SQL vulnerability ontology to check the SQL injection vulnerabilities about the software 

they are using and help them in creating software that is secured. 

1.3 Motivation  

The rising of using open source projects in software development with little consideration of 

the security vulnerability is a key motivating idea to this research work. The source code 

repositories store program source code and different reports such as issues, pull requests, 

commits in one place. Code repository systems create a platform for developers to collaborate 

and contribute to the software development process across the globe. Developers and 

contributors contribute not only code but also issues, pull requests, commits, feature notes, and 

so on [20]. 

As the source code availability increases, this brings an opportunity to learn code pattern and 

build a tool that automatically detects security vulnerabilities from user program and enhance 

software security at development. Developers and contributors also report different security 

and bug reports to the code repository about a program. So code repository provides two things. 

On one hand, the open-source program source code to learn a code pattern and predict 

vulnerabilities, and on the other hand vulnerability and bug reports to know which software 

has known vulnerability issues. Contributors report about newly discovered vulnerabilities in 

issues or pull requests. Figure 1-2 depicted a sample SQL injection vulnerability issue report 

on PhpMyadmin, an open-source MySQL web-based administration tool, from the GitHub 

code repository.   

 

Figure 1-2:  Sample issue report about SQL injection vulnerability 

When a user/developer utilizes open source software or libraries in their project, the security 

audit is less. If the software or libraries contain security vulnerabilities, it will be inherited from 
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the developers’ software. Hacker uses the security hole in the open-source software or libraries 

to compromise the users’ resource or the new software. The presence of open source software 

and libraries SQL injection vulnerability detector enables the user to detect and notify the 

known security vulnerability in the software in use. It also enables the developer to early know 

and detects the SQL injection vulnerabilities about the open-source libraries they are using as 

a dependency on their projects. 

1.4 Objective 

1.4.1 General Objectives 

The general objective of this thesis is to propose an ontology-based machine learning technique 

to detect SQL injection vulnerability of software project source code. 

1.4.2 Specific objectives 

The following specific objectives are identified to realize the general objective: 

 Review and understand relevant concepts, theories and methodologies related to the 

topic under investigation. 

 Develop an open-source project and report downloader from code repositories.  

 Design a code repository issue, bug, and release note reports extractor. 

 Model and represent SQLI vulnerability ontology containing concepts and relationships 

that enhance source code security.  

 Model and represent source code classifier from SQLI vulnerability dataset. 

 Propose an SQLI vulnerability detector method that exploits concepts, relations and 

axioms of the ontology, 

 Develop the prototype that utilizes the SQLi vulnerability Ontology and classifier as a 

proof of concept. 

 Evaluate the effectiveness of the proposed system.  

1.5 Scope and limitation of the Study 

1.5.1 Scope 

This research focuses on detecting SQL injection vulnerabilities with an ontology-based 

learning tool on a source code dataset extracted from code repository systems. The research 
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covers mining SQL injection vulnerability concepts from code repository issues and bug 

reports from the GitHub code repository.  

1.5.2 Limitation  

The research work is done only for detecting SQL injection vulnerability, the work excluded 

mitigation and solution for the detected vulnerability. Besides, the prototype developed using 

Java programming language and the MySQL database system. 

1.6 Methodology  

The research is concerned with solving problems and directed towards the production of 

method related to SQL injection vulnerability detection. Thus, the type of the research is 

applied research. In addition, as proposed solution will be tested, and experimentation and 

evaluation will be done in computer laboratory, the research will be done using experimental 

research approach. In line with this, in order to accomplish the general and specific objectives 

of this study, the following methodologies will be applied. 

1.6.1 Literature Review 

Different kinds of literature that are considered relevant for this work reviewed and if necessary 

adapted for the work. Related literatures from different sources will be reviewed to understand 

relevant concepts, theories and methodologies related to the topic under investigation and how 

other researches come across SQL injection vulnerability problem. Since computer science is 

a dynamic field, the most current and relevant researches in the area will be reviewed to assess 

notable characteristics of different solution methods. 

1.6.2 Development Environment and Tools 

Prototype will be developed using Protégé 5.5 Ontology Editor and Java programing language. 

Protégé will be used to develop the SQLI vulnerability ontology. It will be used since it is an 

extensible, platform-independent environment for creating, editing, viewing, checking 

constraints, and extracting ontologies and knowledge bases. Besides, it has an intuitive and 

easy-to-use graphical user interface, is popular among the research community, and is also 

highly scalable. It has an easy learning curve, while providing great user support [26]. Java will 

be used to develop the application and presentation component of our tool, because Protégé-

OWL API (Web Ontology Language Application Program Interface), SWRL API (Semantic 

Web Rule Language API), and Jena API are java library. Apache Jena (or Jena in short) is a 
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free and open source Java framework for building semantic web and Linked Data applications. 

The framework is composed of different APIs interacting together to process RDF (Resource 

Description Framework) data. It maps the SPARQL (SPARQL Protocol and RDF Query 

Language) query on RDF. The Jena API allows adding, deleting, changing and publishing 

information. RDF API provides facility to find triplet that match with specified pattern. Jena 

API provides SPARQL API to handle both SPARQL query and their update. Jena is a 

programming toolkit, using the java programming language [27]. 

1.6.3 Design and development of the prototype  

The prototype of this work has a different module that performs a different task to come up 

with the whole objective of the research work. The modules include:-  

 Project Downloader: downloads projects and issues and pull requests from code 

repository systems. 

 Dataset Generator: used to extract structured dataset from open source projects 

 Source code analyzer:- to identify project source code  

 Classifier: a Support Vector machine learning based module to detect SQL injection 

vulnerability in the program source code. 

 Concept extractor: to extracts SQL injection vulnerability concepts from code 

repository reports and build SQL injection vulnerability knowledge graph.    

 UI module: to allow the user to interact and display the result to the user   

1.6.4 Evaluation 

The experiment conducted to test the effectiveness of the dataset generator, SQL vulnerability 

concept extractor, the classifier, and the SQL injection vulnerability detector. The test 

conducted by considering different scenarios. The efficiency and relevancy of the system tested 

with sample software projects and open-source software users. The relevancy and efficiency 

of the result determined by considering how much the result looks similar to the SQL Injection 

vulnerability report identified by the security expert and the security concept tagger. 

1.7 Contribution of the study 

Any user who uses open-source projects in their project development project can use the result 

of this research work. The SQL injection vulnerability detector enables software developers to 

check the SQL Injection vulnerabilities in their program code and avoid inheriting security 
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vulnerability from open source libraries. The SQLi vulnerability knowledge graph can be used 

for further research work. 

1.8 Organization of the Thesis  

The remaining of this paper is organized as follows: Chapter 2 covers the literature review to 

give a fundamental understanding of the topic addressed. It presents relevant concepts, theories 

and methodologies about the topic under investigation. Chapter 3 explains related works that 

have been done in the past to solve SQLI vulnerability problem. Chapter 4 presents the system 

design and architecture of the proposed solution in order to build ontology-based machine 

learning SQLI vulnerability detection method. It also describes components of the architecture 

and the algorithm used by each component. Chapter 5 presents the implementation and 

evaluation of the prototype. Tools and technologies that have been used to develop the 

prototype are stated and description about how each component of the architecture has been 

implemented is clearly presented in this chapter. Finally, Chapter Six presents conclusion, 

contribution and future works.   
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CHAPTER TWO 

2 LITERATURE REVIEW 

To create a clear understanding of this thesis, basic principles of SQL, machine learning 

techniques, code repository system and ontology will be discussed in this chapter. 

2.1 Structured Query Language - SQL 

Structure Query Language (SQL), developed by Edagar F.Codd in early 1970s is a high-level 

language used in database management systems (DBMS). The SQL is used to write a statement 

which executed by relational database management system to work on data. In database driven 

application the developer writes an SQL statement, based on the syntax and rule of the 

language, and the database engine get execute the query to perform data processing operation.   

The ‘query’ is the unit of execution in SQL, which returns a set of rows and columns based on 

specified condition in query. It allows the user to execute a query to modify, delete or retrieve 

data from the database [28] [29].  

The SQL contains different keywords and follows a certain syntax to get executed by the 

database engine. In addition, the SQL language contain components: 

 Data-definition language (DDL) - provides commands for creating relation schemas, 

deleting relations, and modifying relation schemas. 

 Interactive data-manipulation language (DML) - includes commands to insert into, 

delete, and modify record in the database. 

 View definition - includes commands for defining views. 

 Transaction control - includes commands for specifying the beginning and ending of 

transactions. 

 Embedded SQL and dynamic SQL - define how SQL statements can be embedded 

within general-purpose programming languages, such as C, C++, C#, and Java. 

 Integrity - includes commands for specifying integrity constraints that the data stored 

in the database must satisfy. 

 Authorization - includes commands for specifying access rights to relations and views. 

The first commercial implementations of the relational model became available in the early 

1980s, such as the SQL/DS system on the MVS operating system by IBM and the Oracle 

DBMS. Since then, the model has been implemented in a large number of commercial systems. 

Current popular relational DBMSs (RDBMSs) include DB2 and Informix Dynamic Server 
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(from IBM), Oracle and Rdb (from Oracle), Sybase DBMS (from Sybase) and SQLServer and 

Access (from Microsoft). In addition, several open source systems, such as MySQL and 

PostgreSQL, are available [30] [31]. 

The SQL language may be considered one of the major reasons for the commercial success of 

relational databases. Because it became a standard for relational databases, users were less 

concerned about migrating their database applications from other types of database systems for 

example, network or hierarchical systems to relational systems. This is because even if the 

users became dissatisfied with the particular relational DBMS product they were using, 

converting to another relational DBMS product was not expected to be too expensive and time-

consuming because both systems followed the same language standards. In practice, of course, 

there are many differences between various commercial relational DBMS packages. However, 

if the user is diligent in using only those features that are part of the standard, and if both 

relational systems faithfully support the standard, then conversion between the two systems 

should be much simplified. Another advantage of having such a standard is that users may 

write statements in a database application program that can access data stored in two or more 

relational DBMSs without having to change the database sublanguage (SQL) if both relational 

DBMSs support standard SQL [32] [33]. 

2.1.1 Database Driven Application  

Now a day, database driven application play a vital role running daily business. They are the 

main data storage and information processing system. They used in from simple application to 

complex application, such as e-ecommerce, banking and finance, in governmental and non-

governmental organization information system noted to contain sensitive and confidential data. 

Most database access in practical applications is accomplished through software programs that 

implement database applications. This software is usually developed in a general-purpose 

programming language such as Java, C/C++/C#, COBOL, or some other programming 

language. In addition, many scripting languages, such as PHP and JavaScript, are also being 

used for programming of database access within Web applications [9] [21]. 

Practically all use of databases occurs from within application programs. Correspondingly, 

almost all user interaction with databases is indirect, via application programs. Not 

surprisingly, therefore, database systems have long supported tools such as form and GUI 

builders, which help in rapid development of applications that interface with users. In recent 

years, the Web has become the most widely used user interface to databases [8] [34]. 
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Database driven application will contain embedded SQL and dynamic SQL query statements 

to intact with the database engine. When the user interacts using the user interface available by 

the application program, the program get the user input, build the SQL query statement, and 

send to the database engine. The database engine accepts the SQL query statement from 

application program, execute the query, and return the result to the application. 

The database driven application, commonly web based application, follows n-tier architecture 

development [8]. Figure 2-1 shows a database driven (Web) application using a three-tier 

architecture, with 

 a Web server - presents a web-based user interface,  

 an application server - implements application logic and  

 a database server - defines the SQL embedded and dynamic queries and interact 

to the database engine. 

 

Figure 2-1: Three-tier database driven (Web) application architecture 

2.1.2 How does Database driven application work? 

Database functionality can be broadly divided into two parts the front end and the back end as 

in Figure 2-2. The back end manages access structures, query evaluation and optimization, 

concurrency control, and recovery. The front end of a database system consists of tools such 

as forms, report writers, and graphical user interface facilities. The interface between the front 

end and the back end is through SQL, or through an application program [35] [36] [37]. 
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Figure 2-2: How does database driven app works 

Standards such as ODBC and JDBC, were developed to interface clients with servers. Any 

client that uses the ODBC or JDBC interfaces can connect to any server that provides the 

interface. Application development tools are used to construct user interfaces; they provide 

graphical tools that can be used to construct interfaces without any programming. 

Embedding database commands in a general-purpose programming language. In this approach, 

database statements are embedded into the host programming language, but they are identified 

by a special prefix. For example, the prefix for embedded SQL is the string EXEC SQL, which 

precedes all SQL commands in a host language program. A precompiler or preproccessor scans 

the source program code to identify database statements and extract them for processing by the 

DBMS. They are replaced in the program by function calls to the DBMS-generated code. This 

technique is generally referred to as embedded SQL. 

2.1.3 Application Development 

Database-driven information systems are nowadays widespread in various application 

domains. Current technologies used to develop database-driven information systems consists 

of the database management systems, used to build and maintain the integrated community 

view of the system and the development languages, used to develop the user views of the 

system [38]. The database management systems are generally built around the relational model, 

which constitutes the common ground for the conceptual design of the community view, with 

all the advantages related to metadata compatibility and language standardization (e.g., the 

SQL standard) [39].  

A core aspect of application development is the subdivision of the development process into a 

series of phases, or steps, each of which focuses on one aspect of the development. The 
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collection of these steps is sometimes referred to as the software development life cycle 

(SDLC). The software product moves through this life cycle (sometimes repeatedly as it is 

refined or redeveloped) until it is finally retired from use. Ideally, each phase in the life cycle 

can be checked for correctness before moving on to the next phase. Among the phase, 

implementation is the construction of an application using a certain programming language to 

implement the front end and SQL statement query to connect to a back end database system 

[38] [37]. 

2.1.4 Application Security 

Application security is the process of making apps more secure by finding, fixing, and 

enhancing the security of apps. Much of this happens during the development phase, but it 

includes tools and methods to protect apps once they are deployed. This is becoming more 

important as hackers increasingly target applications with their attacks. 

Application security is getting a lot of attention. Hundreds of tools are available to secure 

various elements of your applications portfolio, from locking down coding changes to assessing 

inadvertent coding threats, evaluating encryption options and auditing permissions and access 

rights. There are specialized tools for mobile apps, for network-based apps, and for firewalls 

designed especially for web applications. 

According to [40], 83% of the 85,000 applications it tested had at least one security flaw. Many 

had much more, as their research found a total of 10 million flaws, and 20% of all apps had at 

least one high severity flaw. Not all of those flaws presents a significant security risk, but the 

sheer number is troubling. 

The faster and sooner in the software development process you can find and fix security issues, 

the safer your enterprise will be. Because everyone makes mistakes, the challenge is to find 

those mistakes in a timely fashion. For example, a common coding error could allow unverified 

inputs. This mistake can turn into SQL injection attacks and then data leaks if a hacker finds 

them. Application security tools that integrate into your application development environment 

can make this process and workflow simpler and more effective. These tools are also useful if 

you are doing compliance audits, since they can save time and the expense by catching 

problems before the auditors seen them [41] [42].  

One way to keep aware of the software vulnerabilities that attacker are likely to exploit is 

MITRE's annual CWE Most Dangerous Software Weaknesses list [43]. MITRE tracks CWEs 
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(Common Weakness Enumeration), assigning them a number much as they do with its database 

of Common Vulnerabilities and Exposures (CVEs). Each weakness is rated depending on the 

frequency that it is the root cause of a vulnerability and the severity of its exploitation. 

Below are the top 10 CWEs in MITRE's 2020 CWE top 25 [43] with scores: 

1. Cross-site scripting (46.82) 

2. Out-of-bounds write (46.17) 

3. Improper input validation (33.47) 

4. Out-of-bounds read (26.5) 

5. Improper restriction of operations within the bounds of a memory buffer (23.73) 

6. SQL injection (20.69) 

7. Exposure of sensitive information to an unauthorized actor (19.16) 

8. Use after free (18.87) 

9. Cross-site reques forgery (CSRF) (17.29) 

10. OS command injection (16.44) 

2.2 SQL Injection Attack 

SQL Injection attack is to introduce a carefully studied malicious SQL code along with the 

input parameter. Some of the user inputs might be used in framing SQL statements that are 

dangerous and then executed by the application on the database. It is possible for an application 

NOT to handle the inputs given by the user properly [33]. If this is the case, a malicious user 

could provide unexpected inputs to the application that used to frame and execute an expected 

SQL statement on the database. This is called SQL injection. The consequences of such an 

action could be alarming [44]. 
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Figure 2-3: Sample SQL Injection attack 

Every field of a website is like a gate to the database as depicted in Figure 2-3. In the login 

form, the user enters the login data, in the search field the user enters a search text, in the data 

saving form the user enters data to be saved. All these indicated data goes to the database. 

Instead of correct data, if any malicious code is entered, then there are possibilities for some 

serious damage to happen to the database and the whole system. 

SQL Injection is performed with the SQL programming language. SQL is used for managing 

the data held in the database. Therefore, during this attack, this programming language code is 

being used as a malicious injection point. 

SQL Injection has become a common issue with database-driven applications. The flaw is 

easily detected, and easily exploited, and as such, any site or software package with even a 

minimal user base is likely to be subject to an attempted attack of this kind. [1] 

An SQL injection attack occurs when an attacker changes the intended effect of an SQL query 

by inserting new SQL keywords or operators into the query [12]. 

2.2.1 Injection Mechanisms 

Malicious SQL statements can be introduced into a vulnerable application using many different 

input mechanisms. This section explains the most common mechanisms [1] [45]. 
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Injection through user input: In this case, attackers inject SQL commands by providing 

suitably crafted user input. A database-driven application can read user input in several ways 

based on the environment in which the application is deployed. In most SQL injection attacks 

that target Web applications, user input typically comes from form submissions that are sent to 

the Web application via HTTP GET or POST requests. Web applications are generally able to 

access the user input contained in these requests, as they would access any other variable in the 

environment [46].  

Injection through cookies: Cookies are files that contain state information generated by Web 

applications and stored on the client machine. When a client returns to a Web application, 

cookies can be used to restore the client’s state information. Since the client has control over 

the storage of the cookie, a malicious client could tamper with the cookie’s contents. If a Web 

application uses the cookie’s contents to build SQL queries, an attacker could easily submit an 

attack by embedding it in the cookie. 

Injection through server variables: Server variables are a collection of variables that contain 

HTTP, network headers, and environmental variables. Web applications use these server 

variables in a variety of ways, such as logging usage statistics and identifying browsing trends. 

If these variables are logged to a database without sanitization, this could create an SQL 

injection vulnerability. Because attackers can forge the values that are placed in HTTP and 

network headers, they can exploit this vulnerability by placing an SQL injection attack directly 

into the headers. When the query to log the server variable is issued to the database, the attack 

in the forged header is then triggered. 

Second-order injection: In second-order injections, attackers seed malicious inputs into a 

system or database to indirectly trigger an SQL injection attack when that input is used at a 

later time [47]. The objective of this kind of attack differs significantly from a regular (i.e., 

first-order) injection attack. Second-order injections are not trying to cause the attack to occur 

when the malicious input initially reaches the database. Instead, attackers rely on knowledge 

of where the input will be subsequently used and craft their attack so that it occurs during that 

usage. 

Second-order injections can be especially difficult to detect and prevent because the point of 

injection is different from the point where the attack actually manifests itself. A developer may 

properly escape, type-check, and filter input that comes from the user and assume it is safe. 
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Later on, when that data is used in a different context, or to build a different type of query, the 

previously sanitized input may result in an injection attack. 

2.2.2 Reason for SQL Injection Attacks/Attackers’ Intent 

The researcher has identified the reason why the attacker goes for the SQL injection attack 

presented in [11]. Attacks can also be characterized based on the goal, or intent, of the attacker 

[1] [48]. 

Data extraction:  The main goal of data extraction is to get access to data values from the 

database. The sensitivity of the information extracted from the database is dependent on the 

data-driven application. Example. Medical records. Bank accounts, credit cards, those are most 

valuable to the attacker [34].  

Extracting data: These types of attacks employ techniques that will extract data values from 

the database. Depending on the type of Web application, this information could be sensitive 

and highly desirable to the attacker. Attacks with this intent are the most common type of SQLi 

attack. 

Data modification: The goal of these attacks is to add or change the information in a database. 

The intent of the attacker here is to get access to the database so that it gets the permission to 

add, remove, update, or delete the value of any record in the database. 

Database fingerprinting: The attacker needs here is to retrieve certain technical information 

that is vital and specific to the database. The attacker wants to discover the type and version of 

the database that an application is using. Certain types of databases respond differently to 

different queries and attacks, and this information can be used to “fingerprint” the database. 

Knowing the type and version of the database used by a Web application allows an attacker to 

craft database specific attacks. 

Bypassing authentication: The goal of these types of attacks is to allow the attacker to bypass 

database and application authentication mechanisms. Bypassing such mechanisms could allow 

the attacker to assume the rights and privileges associated with another application user. Once 

access is gained, it would give an attacker the same rights and privileges as a genuine user of 

the application. 
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Identifying injectable parameters: The attacker wants to probe a Web application to discover 

which parameters and user-input fields are vulnerable to SQLi attack. Identification of these 

vulnerabilities can be done using an automated tool called a vulnerability scanner. 

Determining database schema: To correctly extract data from a database, the attacker often 

needs to know database schema information, such as table names, column names, and column 

data types. Attacks with this intent are created to collect or infer this kind of information. 

Attackers use knowledge of this information for the successful extraction of data from the 

database. Attackers use special tools like a penetration tester and vulnerability scanner to 

achieve this goal. 

Evading detection: This category refers to certain attack techniques that are employed to avoid 

auditing and detection by system protection mechanisms. The internet here is to avoid the 

detection mechanism employed by the database. 

Performing denial of service: These attacks are performed to shut down the database of a 

Web application, thus denying service to other users. Attacks involving locking or dropping 

database tables also fall under this category. The intent here is to interrupt or disturb the 

services of the system by executing some commands in the database. 

Executing remote commands: These types of attacks attempt to execute arbitrary commands 

on the database. These commands can be stored procedures or functions available to database 

users. The intent here is to get full control of the whole system. This is the most dangerous of 

the attack. This is done by executing illogical commands on the database. For example, take 

the stored procedure xp-cmdshell in Microsoft SQL servers which allows the execution of 

illogical commands. If this command is successfully executed by the attacker, it is unavoidable 

that the integrity of the server is lost and the server would be utterly compromised.  

Performing privilege escalation: These attacks take advantage of implementation errors or 

logical flaws in the database to escalate the privileges of the attacker. As opposed to bypassing 

authentication attacks, these attacks focus on exploiting the database user privileges [1]. 

2.2.3 Types of SQL Injection Attacks 

The following are the different types of SQL injection attacks identified by the different 

researchers [49] [6] [21]. 

i. Tautologies:  
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Attack Intent: Bypassing authentication, identifying injectable parameters, extracting data. 

Description: The general goal of a tautology-based attack is to inject code in one or more 

conditional statements so that they always evaluate to true. The consequences of this attack 

depend on how the results of the query are used within the application. The most common 

usages are to bypass authentication pages and extract data. In this type of injection, an attacker 

exploits an injectable field that is used in a query’s WHERE conditional. Transforming the 

conditional into a tautology causes all of the rows in the database table targeted by the query 

to be returned. In general, for a tautology-based attack to work, an attacker must consider not 

only the injectable/vulnerable parameters but also the coding constructs that evaluate the query 

results. Typically, the attack is successful when the code either displays all of the returned 

records or performs some action if at least one record is returned. 

SQL injection queries are injected into one or more conditional statements such that these 

statements are always evaluated to be true. If a malicious user or attacker enters input such as 

'1' or 1 = 1 -- the query within the database tire becomes: 

 Select * from account where username ='1' or 1 = 1 -- and password =  

ii. Illegal/Logically Incorrect Queries 

Attack Intent: Identifying injectable parameters, performing database finger-printing, 

extracting data. 

Description: This attack lets an attacker gather important information about the type and 

structure of the back-end database of a Web application. The attack is considered a preliminary, 

information gathering step for other attacks. The vulnerability leveraged by this attack is that 

the default error page returned by application servers is often overly descriptive. The simple 

fact that an error message is generated can often reveal vulnerable/injectable parameters to an 

attacker. Additional error information originally intended to help programmers debug their 

applications, further helps attackers gain information about the schema of the back-end 

database. 

When performing this attack, an attacker tries to inject statements that cause a syntax, type 

conversion, or logical error into the database. 

Syntax errors can be used to identify injectable parameters. Type errors can be used to know 

the data types of certain columns or to extract data. Logical errors often reveal the names of 

the tables and columns that caused the error. 
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iii. Union Query 

Attack Intent: Bypassing Authentication, extracting data. 

Description: In union-query attacks, an attacker exploits a vulnerable parameter to change the 

data set returned for a given query. With this technique, an attacker can trick the application 

into returning data from a table different from the one that was intended by the developer. 

Attackers do this by injecting a statement of the form: UNION SELECT <rest of injected 

query>. Because the attackers completely control the second/injected query, they can use that 

query to retrieve information from a specified table. The result of this attack is that the database 

returns a dataset that is the union of the results of the original first query and the results of the 

injected second query. 

iv. Piggy-Backed Queries 

Attack Intent: Extracting data, adding or modifying data, performing a denial of service, 

executing remote commands.  

Description: In this attack type, an attacker tries to inject additional queries into the original 

query. We distinguish this type from others because, in this case, attackers are not trying to 

modify the originally intended query; instead, they are trying to include new and distinct 

queries that “piggy-back” on the original query. As a result, the database receives multiple SQL 

queries. The first is the intended query which is executed as normal; the subsequent ones are 

the injected queries, which are executed in addition to the first. This type of attack can be 

extremely harmful. If successful, attackers can insert virtually any type of SQL command, 

including stored procedures, into the additional queries and have them executed along with the 

original query. Vulnerability to this type of attack is often dependent on having a database 

configuration that allows multiple statements to be contained in a single string. 

v. Stored Procedures 

Attack Intent: Performing privilege escalation, performing a denial of service, executing 

remote commands. 

Description: SQL injection attacks of this type try to execute stored procedures present in the 

database. Today, most database vendors ship databases with a standard set of stored procedures 

that extend the functionality of the database and allow for interaction with the operating system. 

Therefore, once an attacker determines which backend database is in use, SQLi attacks can be 

crafted to execute stored procedures provided by that specific database, including procedures 
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that interact with the operating system. It is a common misconception that using stored 

procedures to write Web applications renders them invulnerable to SQLi attacks. Developers 

are often surprised to find that their stored procedures can be just as vulnerable to attacks as 

their normal applications. Additionally, because stored procedures are often written in special 

scripting languages, they can contain other types of vulnerabilities, such as buffer overflows, 

that allow attackers to run arbitrary code on the server or escalate their privileges. 

vi. Inference 

Attack Intent: Identifying injectable parameters, extracting data, determining database schema. 

Description: In this attack, the query is modified to recast it in the form of an action that is 

executed based on the answer to a true/false question about data values in the database. In this 

type of injection, attackers are generally trying to attack a site that has been secured enough so 

that, when an injection has succeeded, there is no user feedback via database error messages. 

Since database error messages are unavailable to provide the attacker with feedback, attackers 

must use a different method of obtaining a response from the database. In this situation, the 

attacker injects commands into the site and then observes how the function/response of the 

website changes. Then observes how the function/response of the website changes. By 

carefully noting when the site behaves the same and when its behavior changes, the attacker 

can deduce not only whether certain parameters are vulnerable, but also additional information 

about the values in the database. Two well-known attack techniques are based on inference. 

They allow an attacker to extract data from a database and detect vulnerable parameters. 

Blind Injection: In this technique, the information must be inferred from the behavior of the 

page by asking the server true/false questions. If the injected statement evaluates to true, the 

site continues to function normally. If the statement evaluates to false, although there is no 

descriptive error message, the page differs significantly from the normally-functioning page. 

Timing Attacks: A timing attack allows an attacker to gain information from a database by 

observing timing delays in the response of the database. This attack is very similar to blind 

injection but uses a different method of inference. To perform a timing attack, attackers 

structure their injected query in the form of an if/then statement, whose branch predicate 

corresponds to an unknown about the contents of the database. Along with one of the branches, 

the attacker uses a SQL construct that takes a known amount of time to execute, (e.g. the 

WAITFOR keyword, which causes the database to delay its response by a specified time). By 
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measuring the increase or decrease in response time of the database, the attacker can infer 

which branch was taken in his injection and therefore the answer to the injected question. 

vii. Alternate Encodings 

Attack Intent: Evading detection. 

Description: In this attack, the injected text is modified to avoid detection by defensive coding 

practices and many automated prevention techniques. This attack type is used in conjunction 

with other attacks. In other words, alternate encodings do not provide any unique way to attack 

an application; they are simply an enabling technique that allows attackers to evade detection 

and prevention techniques and exploit vulnerabilities that might not otherwise be exploitable. 

These evasion techniques are often necessary because a common defensive coding practice is 

to scan for certain known “bad characters,” such as single quotes and comment operators. 

2.2.4 Result of SQL injection attacks 

Successful SQL injection attacks can be very devastating [11]. There is no limit to how much 

harm can be done by an attacker. 

Authorization: a successful SQL injection attack can allow an attacker to change user 

privilege on the application. The authorization to carry certain operations on the database can 

be changed. Vital information stored in a database may be altered if unauthorized access to the 

SQL database is gained through vulnerabilities in the database. 

Authentication: when username and password are not validated properly, the consequence 

would be devastating. Anyone could be capable of gaining access to the system without 

knowing the right username and password.  

Confidentiality: a successful SQL injection attack would violate the confidentiality expected 

to be driven from storing data in a database because databases are used to store delicate and 

important information. This information must be kept out of reach of the wrong hand. If a 

system fails, the confidentiality of the database lost and becomes a problem. 

Integrity: when an attacker can change or remove the content of a database, this results in the 

loss of system integrity.  When integrity compromised, false records can also be created. 
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2.3 Machine Learning 

Machine learning algorithms can be broadly classified as Supervised Learning algorithms and 

Unsupervised Learning algorithms as in Figure 2-4.  Supervised learning is a type of machine 

learning that in its simplest form, works in the following manner [15].  

 We have a dataset called as training dataset and each individual component of this dataset is 

labeled. The supervised learning model basically learns the relationship between the data and 

the label and then uses this learned information to classify new data that it has never seen 

before. This new data is called as the test dataset. We use the test dataset to determine the 

accuracy of a supervised learning algorithm.  This is how we predict the values or classify 

never before seen data using supervised machine learning. Supervised learning algorithms can 

further be broadly classified as Regression algorithms and Classification algorithms. 

 

Figure 2-4: Machine Learning Classification 

Regression algorithms are used for predicting a value for an individual data component, for 

example, predicting the value of a house, or predicting stocks. Usually, the values predicted by 

the Regression algorithms are quantitative or numerical. Classification algorithms are used for 

classifying individual data components. For example, classifying if the vehicle is a truck or a 

car, or predicting if it will rain or not on a given day. Classification algorithms are used to 

predict qualitative values.  
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2.3.1 Approaches to Machine Learning 

Machine learning techniques are required to improve the accuracy of predictive models.  

Depending on the nature of the business problem being addressed, there are different 

approaches based on the type and volume of the data 

Supervised learning 

Supervised learning typically begins with an established set of data and a certain understanding 

of how that data is classified. Supervised learning is intended to find patterns in data that can 

be applied to an analytics process. This data has labeled features that define the meaning of 

data. For example, there could be millions of images of animals and include an explanation of 

what each animal is and then you can create a machine learning application that distinguishes 

one animal from another.  By labeling this data about types of animals, you may have hundreds 

of categories of different species. Because the attributes and the meaning of the data have been 

identified, it is well understood by the users that are training the modeled data so that it fits the 

details of the labels. When the label is continuous, it is a regression; when the data comes from 

a finite set of values, it is known as classification. In essence, regression used for supervised 

learning helps you understand the correlation between variables. An example of supervised 

learning is weather forecasting.  By using regression analysis, weather forecasting takes into 

account known historical weather patterns and the current conditions to provide a prediction 

on the weather. 

The algorithms are trained using preprocessed examples, and at this point, the performance of 

the algorithms is evaluated with test data. Occasionally, patterns that are identified in a subset 

of the data cannot be detected in the larger population of data.  If the model is fit to only 

represent the patterns that exist in the training subset, you create a problem called overfitting. 

Overfitting means that your model is precisely tuned for your training data but may not be 

applicable for large sets of unknown data.  

To protect against overfitting, testing needs to be done against unforeseen or unknown labeled 

data.  Using unforeseen data for the test set can help you evaluate the accuracy of the model in 

predicting outcomes and results. Supervised training models have broad applicability to a 

variety of business problems, including fraud detection, recommendation solutions, speech 

recognition, or risk analysis. 

SVM (Support Vector Machine) 
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The term SVM is typically used to describe classification with support vector methods and 

support vector regression is used to describe regression with support vector methods [50]. SVM 

(Support Vector Machine) is a useful technique for data classification. The classification 

problem can be restricted to consideration of the two-class problem without loss of generality.  

Unsupervised learning 

Unsupervised learning is best suited when the problem requires a massive amount of data that 

is unlabeled.  For example, social media applications, such as Twitter, Instagram, Snapchat, 

and so on all have large amounts of unlabeled data.  Understanding the meaning behind this 

data requires algorithms that can begin to understand the meaning based on being able to 

classify the data based on the patterns or clusters it finds. Therefore, supervised learning 

conducts an iterative process of analyzing data without human intervention. Unsupervised 

learning is used with email spam-detecting technology. There are far too many variables in 

legitimate and spam emails for an analyst to flag unsolicited bulk email. Instead, machine 

learning classifiers based on clustering and association are applied to identify unwanted emails 

[16]. 

Unsupervised learning algorithms segment data into groups of examples (clusters) or groups 

of features. The unlabeled data creates the parameter values and classification of the data. In 

essence, this process adds labels to the data so that it becomes supervised. Unsupervised 

learning can determine the outcome when there is a massive amount of data. In this case, the 

developer doesn’t know the context of the data being analyzed, so labeling isn’t possible at this 

stage. Therefore, unsupervised learning can be used as the first step before passing the data to 

a supervised learning process [3]. 

Unsupervised learning algorithms can help businesses understand large volumes of new, 

unlabeled data. Similarly, to supervised learning, these algorithms look for patterns in the data; 

however, the difference is that the data is not already understood. For example, in healthcare, 

collecting huge amounts of data about a specific disease can help practitioners gain insights 

into the patterns of symptoms and relate those to outcomes from patients. It would take too 

much time to label all the data sources associated with a disease such as diabetes. Therefore, 

an unsupervised learning approach can help determine outcomes more quickly than a 

supervised learning approach [51]. 

Reinforcement learning 
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Reinforcement learning is a behavioral learning model.  The algorithm receives feedback from 

the analysis of the data so the user is guided to the best outcome.  Reinforcement learning 

differs from other types of supervised learning because the system is not trained with the 

sample data set. Rather, the system learns through trial and error. Therefore, a sequence of 

successful decisions will result in the process being “reinforced” because it best solves the 

problem at hand [15]. 

One of the most common applications of reinforcement learning is in robotics or game playing. 

Take the example of the need to train a robot to navigate a set of stairs. The robot changes its 

approach to navigating the terrain based on the outcome of its actions.  When the robot falls, 

the data is recalibrated so the steps are navigated differently until the robot is trained by trial 

and error to understand how to climb stairs. In other words, the robot learns based on a 

successful sequence of actions. The learning algorithm has to be able to discover an association 

between the goal of climbing stairs successfully without falling and the sequence of events that 

lead to the outcome. 

Reinforcement learning is also the algorithm that is being used for self-driving cars. In many 

ways, training a self-driving car is incredibly complex because there are so many potential 

obstacles. If all the cars on the road were autonomous, trial and error would be easier to 

overcome. However, in the real world, human drivers can often be unpredictable. Even with 

this complex scenario, the algorithm can be optimized overtime to find ways to adapt to the 

state where actions are rewarded. One of the easiest ways to think about reinforcement learning 

is the way an animal is trained to take action based on rewards. If the dog gets a treat every 

time he sits on command, he will take this action each time. 

2.4 Ontology  

The word ontology can be seen from two perspectives. The first one is the philosophical 

perspective of ontology, which defines it as “a science of being: specifically, a branch of 

metaphysics relating to the nature and relations of being; a particular system according to which 

problems of the nature of being are investigated” in [14] . The second perspective is the AI-

Perspective of ontology. According to the review presented in [52], ontology from the AI 

perspective is defined as “an explicit specification of a conceptualization”. 

There are different definitions of ontology. However, according to [52] a commonly agreed 

definition of ontology is “An ontology is an explicit and formal specification of a 

conceptualization of a domain of interest’’. This definition stresses two key points: the 
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conceptualization is formal and permits reasoning by computer, and a practical ontology is 

designed for some particular domain of interest. 

Ontologies were developed in AI systems to facilitate knowledge sharing and reuse. They have 

been studied by several artificial intelligence research areas, including knowledge engineering, 

natural-language processing, and knowledge representation. More recently, the use of 

ontologies has also become widespread in fields such as intelligent information integration, 

cooperative information systems, information retrieval, electronic commerce, and knowledge 

management [53]. 

Ontology is a particular theory about the nature of being or the kinds of existence. The task of 

intelligent systems in computer science is to formally represent these existences in a machine-

readable format using conceptualization. Every knowledge model is committed to some 

conceptualization, implicitly, or explicitly. An ontology is an explicit specification of this 

conceptualization [12]. 

Formally, an ontology consists of terms, their definitions, and axioms relating them. As a 

formal description, ontologies consist of concepts known as classes, relations or properties, and 

instances.  

Formalized ontologies are instruments for capturing the meanings of concepts so that they may 

be used for improved, automated management of information. Ontologies may cover very 

general concepts or represent specific and restricted domains. The selection of concepts and 

their level of detail will depend on the characteristics of the domains to be covered and the 

operations needed.  

The main advantage of ontology is knowledge representation and reusability that allows 

reusing and sharing application domain knowledge using a common vocabulary. Ontologies 

are used to organize knowledge in a structured way and they have preferred ways of knowledge 

representation in the semantic technology. It is useful to avoid building applications right from 

scratch and provides a common mode of communication among the agents. Moreover, they 

facilitate representation of machine-accessible information formally and explicitly with 

reasoning capability [52]. 

The subsequent section presents about the basic components of the ontology including 

concepts, relations, an individual, an attribute, and functions that allow the formalization of 

knowledge in a machine-understandable way. 
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1.1.1 Basic Components of an Ontology 

To formalize knowledge, ontologies use basic modeling component types. The two most 

important kinds of components in an ontology are the classes in which individuals can be 

categorized, and the relations that are used to create links between classes. Each of the 

components is discussed below [52]. 

Classes/Concepts can be anything about which something is said and, therefore, could also be 

the description of a task, function, action, strategy, reasoning process, and the like. It is used to 

capture knowledge about a kind of thing and represent characteristics that may apply to many 

individuals. Classes are like generic nouns that are applied to distinct and named individuals 

such as machine, human, dog, company. An individual member of a class has the general 

character of the class and as an individual; it may have other characteristics and relationships. 

Individual members of a class can be described in some detail, including their characteristics 

and relations with other individuals in the same or other classes. 

Predicates are the most important type of relations in an ontology. Predicate terms explicitly 

represent relations that may link two or more items.  

There are various kinds of relationships. The main types of semantic relationships are [52]:  

 A synonym is a kind of semantic relation. Two words are synonyms when they have 

the same meaning and the substitution of one for the other never changes the truth value 

of a sentence in which the substitution is made.  

 An antonym is a semantic relation indicating oppositions in meaning between terms.  

 A hypernym is a semantic relation identified as the superordination relation and is 

generally known as the Has Kind of relation or simply HasA. Hypernymy is the reverse 

of hyponymy.  

 A hyponym is a semantic relation identified as the subordination relation and is 

generally known as the Is Kind of relation or simply IsA.  

 Meronym is a kind of transitive and asymmetrical part-whole relationship (between the 

whole and its parts). It is also known as part of, MemberOf, SubstanceOf, 

ComponentOf, etc. 

 Holonym is the reverse of meronym and generally identified as HasPart (also 

HasMember, HasSubstance, HasComponent, and so on). 

Relations are classified according to other important characteristics such as reflexive, 

symmetric, or transitive. Reflexive relations are those that can relate something to itself, e.g., 
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“equal”. Symmetric relations are those that hold between two arguments in both directions, for 

example, “spouse” is a symmetric relation. Transitive relations are those that can transfer along 

with related items, for example, if a transitive relation R holds between A and B and it also 

holds between B and C then that relation holds between A and C [14]. 

Individuals, also called instances, are those described using the concepts of an ontology. 

Typically, individuals are described as being members of some class. An individual member 

of a class has the general character of the class and it may have other characteristics and 

relationships as well [52]. 

Attributes, in general, denote simple qualities that are secondary characteristics of objects 

(e.g. red, solid, short), in contrast to the essential properties represented by classes. In many 

cases, qualities represented by attributes include physical states of matter, colors, size, and the 

like [52]. 

Functions are special cases of relations in which the nth element of the relationship is unique 

for the n-1 preceding elements. 

The other issue related to the ontology is the way of knowledge modeling technique. Ontologies 

can be constructed using different knowledge modeling techniques. In the 1990’s, AI modeling 

techniques, based on frames and first-order logic, were used to construct ontology. In the last 

few years, knowledge representation techniques based on description logic have been used. 

There are also ontology modeling techniques using software engineering techniques, and 

database techniques. Each technique is described below [52]. 

Modeling Ontologies Using AI Modeling Techniques: AI-based technique of ontology 

modeling uses components to model ontologies. There are different components used to model 

ontologies using AI modeling techniques, which are classes, functions, formal axioms, and 

instances.  

Every concept that is going to be described by the ontology is represented using classes. The 

concept can also represent abstract concepts such as intention, belief, feeling, or specific 

concepts such as people, computers, tablets, and so on. Accordingly, classes and sub-classes 

are used to represent abstract or concrete concepts that maintain some relationship to represent 

the domain knowledge fully or completely. The relationship or associations within the classes 

are represented using relations. Domain knowledge which is always true and that cannot be 
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formally defined using other components are described with Formal axioms. Instances are 

treated in the ontology as individuals or specific elements. 

Modeling Ontologies Using Knowledge Representation Techniques: this technique uses 

Description Logic to model the ontology. Description logic is a way of describing structured 

knowledge in terms of concepts and restrictions on roles. The theory is divided into two parts: 

Terminology Box (TBox) which contains terminological knowledge or definition of concepts 

and roles, and an Assertion Box (ABox) which contains extensional knowledge. This technique 

allows the representation of ontologies using concepts to represent classes of objects, roles to 

define the relationship between concepts, and individuals to represent instances of concepts 

and the values of their roles. 

Modeling Ontologies using Software Engineering Techniques: this technique uses a software 

engineering tool called Unified Modeling Language (UML) to model ontologies. This 

technique is easy to understand and use, especially for users who have no experience in AI. 

Concepts and their attributes, relations between concepts and axioms can be represented using 

the UML class diagram. 

Modeling Ontologies using Database Techniques: this technique uses an Entity-Relationship 

(ER) diagram. The ER notation allows modeling classes using ER-entities, attributes with ER-

attributes, and relations between classes with ER-relations between entities. Formal axioms can 

be represented as integrity constraints using first-order logic and production rules. Instances 

can be created using Standard Query Language (SQL) through the insert statement. 

Kind of Ontology and Language Used 

There are several types of ontologies. The word “ontology” can designate different computer 

science objects depending on the context. For example, an ontology can be: a thesaurus in the 

field of information retrieval or a model represented in OWL in the field of linked-data or a 

XML schema in the context of databases. It is important to distinguish the different forms of 

ontologies to clarify their content, their use and their goal. Several classifications of ontologies 

have been presented in the literature. This section focuses on two of these classifications [54]. 

First, according to the expressivity/the usage of the above ontology components and formality 

of the languages used (natural language, formal language), there are four kinds of ontologies 

[54]: 
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1. Information Ontologies: focus on concepts, instances and their relationships. Their goal 

is to propose an overview of a current project in order to express the state of the project. 

They are normally described by means of visual language such as Mind Map. 

2. Linguistic/Terminological Ontologies: can be glossaries, dictionaries, controlled 

vocabularies, taxonomies, folksonomies, thesauri, or lexical databases. This type of 

ontology mainly focuses on terms and their relationships. The roles of linguistic 

ontologies are twofold: to present and define the vocabulary used, and to avoid 

ambiguity. Simple knowledge organization system (SKOS) and resource description 

framework (RDF) can be used to describe this type of ontologies. 

3. Software Ontologies: provide conceptual schemata whose main focus is normally on 

data storage and data manipulation, and are used for software development activities, 

with the goal of guaranteeing data consistency. They mainly focus on properties, 

concepts, relations and terms. They are normally defined with conceptual modeling 

languages used in software and database engineering. The most well-known one is 

called unified modeling language (UML). 

4. Formal Ontologies: require a clear semantics for the language used to define the 

concept, clear motivations for the adopted distinctions between concepts as well as 

strict rules about how to define concepts and relationships. This is obtained by using 

formal logic (usually first order logic or Description logic) where the meaning of the 

concept is guaranteed by formal semantics. This ontology type is the only one that 

contains logical definition. The logical definition of a concept is composed of one or 

more logical formulae (or axiom). The purpose is not simply retrieval and storage of 

data but reasoning. Formal ontology does not focus on term and textual definition even 

if they could be defined in the ontology. Terms are only used as symbol in order to help 

user during the manipulation of logical formula. The ontologies are defined with 

different formal language such as description logics (DL), conceptual graphs (CG), first 

order logic (FOL), and web ontology language (OWL). Ontology development tools or 

ontology editors such as OntoEdit, Ontolingua, and Protégé (that provide a variety of 

features and use different languages and formalisms [35]) can be used to define the 

formal ontologies. Thanks to these formal definitions and rules, the inference engine 

can enters into a dialog with a user. 

Second, ontologies can be classified based upon the scope of the objects described by the 

ontology or on the domain granularity. Here, we have six kinds of ontologies [46]: 
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1. Local/Application Ontologies: are specializations of domain ontologies where there 

could be no consensus or knowledge sharing. This type of ontology represents the 

particular model of a domain according to a single viewpoint of a user or a 

developer. 

2. Task ontologies: contains knowledge to achieve a task, on the other hand the 

domain ontology describes the knowledge where the task is applied. 

3. Domain Ontologies: is only applicable to a domain with a specific view point. That 

is to say that this viewpoint defines how a group of users conceptualizes and 

visualizes some specific phenomenon. This domain ontology could be linked to a 

specific application. 

4. Core Reference Ontologies: is a standard used by different group of users. This type 

of ontology is linked to a domain (such as privacy) but it integrates different 

viewpoints related to specific group of users. The ontology is the result of the 

integration of several domain ontologies (such as health, bank, and education). It is 

often built to catch the central concepts and relations of the domain. It is appropriate 

to develop the ontology using middle-out approaches where core concepts are 

identified and then generalized and specialized to complete the ontology. 

5. General Ontologies: are not dedicated to a specific domain or fields. They contain 

general knowledge of a huge area. 

6. Foundational/Top Level/Upper Level Ontologies: are generic ontologies applicable 

to various domains. They define basic notions like objects, relations, events, 

processes and so on. All consistent ontology has a foundational ontology. Domain 

or core reference ontologies based on the same foundational ontology can be more 

easily integrated. 

Basic Criteria for ontology design 

As the perception of the people about a certain domain of knowledge is different from one 

another, the ontologies developed by different persons may not be the same even if the domain 

is similar. It is not possible to take one modeling technique as a correct technique to model a 

certain domain because there are lots of viable alternatives [55] [56]. The best model depends 

on the problem in mind. In fact, it is advisable to consider some valuable criteria that will lead 

to a better design even if there are different ways to model ontologies. 

The following are some of the main design criteria that ontology developers need to consider 

while designing any kind of ontology [55] [56]: 
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 Clarity: Ambiguity in definition of terms must not exist or at least be minimized while 

constructing concepts. The motivation to define concepts may come from the 

community but it must not be influenced by the social situation or the computational 

context [56]. If a term is defined without satisfying the sufficient information condition 

then some examples should be included to help readers or users of the ontology 

understand the concepts or terms specified in it. 

 Coherence: The definition of concepts stated using axioms, the natural language 

documentation, and the examples, all these must be consistent. For instance, a concept 

definition described using axiom must be consistent with a definition written in Natural 

language for the same concept or an example written in an informal way to clarify the 

same concept so that the ontology will not have inconsistency problem. 

 Extendibility: As it is stated in [55], ontology should be designed in a way that it can 

offer a base for a range of anticipated tasks and it should be possible to extend the 

model. Extending can be defined as adding new terms into the model and giving 

definition to it based on the vocabulary of the model. 

 Minimal encoding bias: there are two levels of representation; knowledge level and 

symbol level. It is not recommended to use the symbol level representation because 

different knowledge-sharing agents may use variety of notations or symbols. So 

knowledge level encoding should be used to model the ontology because it is a common 

and sharable representation.  

 Minimum ontological commitment: An agent is said to be committed to an ontology 

if its observable actions are consistent with the definitions in the ontology. Ontologies 

should represent the world being modeled with few states as possible so that knowledge 

can be shared with and among agents committed to the ontologies easily. 

Ontology development methodologies 

Since ontology development is not an easy task, people need a sophisticated method to help 

them build ontologies. Varieties of methodologies have been proposed for ontology building 

though all are not matured enough. Some of the known approaches are CYC, Uschold and 

King’s method, Gruuninger and Fox, The KACTUS approach, The SENSUS approach, 

METHONTOLOGY, On-To-Knowledge methodology, and CO4 [55]. The Uschold and 

King’s is application independent and straightforward method for ontology development, as it 

is presented in [57]. Therefore, this method is selected to build the SQLI vulnerability ontology 

for this thesis work. 
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2.5 Source Code Repository 

A source-code repository is an archive with the code as well as the hosting facility for these 

software archives, where you can also have the project’s technical documentation, web pages, 

snippets, patches, etc. which can be accessed publicly (open-source) or privately [58]. 

A source code repository is a file archive and web hosting facility where a large amount of 

source code, for software or web pages, is kept, either publicly or privately. They are often 

used by open-source software projects and other multi-developer projects to handle various 

versions. A code repository can contain the project, Commit objects’ set, References to commit 

objects (also known as heads) and a historical record of the repository code changes [14] [59]. 

A source code repository [14] [58]: 

 Keeps your code safe 

 Offers version control option to make sure all changes that were done to your code are 

tracked, and you know who did something to your code. You can also revert back to 

the previous version of the code before “Everything went bad.” 

 Simplifies the process of unifying changes from developers’ collaboration 

 Provides and promotes teamwork principles since several developers can work together 

on the same projects, modules, and even code lines 

 Prepares your code for release to production 

 Keep the statistics and analytics of the changes in the code 

There are two main types of code repository platforms - centralized version control systems 

(VCS) and distributed version control systems (DVCS). The former is an older kind, where 

there is only one central code repository, and you, as a developer, can contribute only to that 

repository. If you don’t have access to the Internet and the code is located on an external server, 

bad luck - you can’t commit your changes. An example of such a system is Subversion (aka 

SVN) and CSV.  

Distributed VCS, which support several repositories for the project. This way, each developer 

can have her/his own local repository (one or several), and work autonomously with each one. 

Such DVCS allows you to work even in conditions when you don’t have an Internet 

connection. Git and Mercurial are the main contestants in the DVCS category, which are 

managed with the help of services such as GitHub, GitLab, or BitBucket. 

GitHub Issue [60] 
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Issues are a great way to keep track of tasks, enhancements, and bugs for your projects. They’re 

kind of like email—except they can be shared and discussed with the rest of your team. Most 

software projects have a bug tracker of some kind. GitHub’s tracker is called Issues, and has 

its own section in every repository. GitHub’s issue tracking is special because of our focus on 

collaboration, references, and excellent text formatting. A typical issue on GitHub looks a bit 

like Figure 2-5: 

 

Figure 2-5: Sample Issue in GitHub 

Issues in GitHub contain: 

 A title and description describe what the issue is all about. 

 Color-coded labels help you categorize and filter your issues (just like labels in email). 

 A milestone acts like a container for issues. This is useful for associating issues with 

specific features or project phases (e.g. Weekly Sprint 9/5-9/16 or Shipping 1.0). 

 One assignee is responsible for working on the issue at any given time. 

 Comments allow anyone with access to the repository to provide feedback. 

2.6 Vulnerability Database  

Software vulnerabilities represent a major cause of cyber-security problems.  

The National Vulnerability Database (NVD)4 is a public data source that maintains 

standardized information about reported software vulnerabilities. The NVD was established in 

                                                 
4 https://nvd.nist.gov/  

https://nvd.nist.gov/
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2005 to provide a U.S. government repository of data about software vulnerabilities and 

configuration settings, leveraging open standards to provide reliable and interoperable 

information about vulnerability impact metrics, technical assessment methods, and references 

to remediation assistance and IT product identification data [61]. In addition to providing a list 

of Common Vulnerabilities and Exposures (CVEs), the NVD scores vulnerabilities using the 

Common Vulnerability Scoring System (CVSS) which is based on a set of equations using 

metrics such as access complexity and availability of a remedy [43]. 

CVE defines a vulnerability as: 

"A weakness in the computational logic (e.g., code) found in software and hardware 

components that, when exploited, results in a negative impact to confidentiality, integrity, or 

availability. Mitigation of the vulnerabilities in this context typically involves coding changes, 

but could also include specification changes or even specification deprecations (e.g., removal 

of affected protocols or functionality in their entirety)." All vulnerabilities in the NVD have 

been assigned a CVE identifier and thus, abide by this definition [62]. 

The snyk5 is the platform developers choose to build cloud native applications securely. The 

synk vulnerability database is a detailed information and remediation guidance for known 

vulnerabilities as depicted in Figure 2-6. 

 

Figure 2-6: Sample snyk vulnerability database list 

 

                                                 
5 https://snyk.io/  

https://snyk.io/
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CHAPTER THREE 

3 RELATED WORK 

This chapter presents related works that have been done to solve SQLI vulnerability problems 

and discusses in detail how the proposed solution advances the state of the art.  

The work in [22], stated that Machine Learning (ML) predictive analytics provides functional 

and scalable mining to big data in the detection and prevention of SQL injection attacks.  

Unfortunately, the lack of availability of readymade robust corpus or data set with patterns and 

historical data items to train a classifier are issues well known in SQL injection attack research.  

They explored the generation of a dataset containing extraction from known attack patterns 

including SQL tokens and symbols present injection points.  In addition, as a test case, they 

built a web application that expects a dictionary word list as vector variables to demonstrate 

massive quantities of learning data. 

Shar and Tan [63] have found the vulnerability detection approaches based on static and 

dynamic taint analysis techniques produce too many false alarms and too complex from a 

commercialization perspective. Therefore, Shar and Tan proposed the framework called 

“PhpMinerI” for SQL injection (SQLI) and cross-site scripting (XSS) vulnerabilities prediction 

in PHP server-side script using machine learning. C4.5, Naïve Bayes (NB), and Multi-Layer 

Perceptron (MLP) were used as the machine learning models in the framework to predict and 

detect the vulnerabilities on eight PHP standard open-source web applications to evaluate the 

efficacy of detection and prediction in the vulnerabilities. The benchmark of each machine 

learning model revealed the best machine learning model due to an indication of the highest 

accuracy and the lowest false alarm. MLP for prediction SQL injection and XSS on average 

probability of detection in SQL injection at 93%, probability of false alarm in SQL injection at 

11%, probability of detection in XSS at 78%, and the probability of false alarm in XSS at 6% 

[4].  MLP is one of the machine learning algorithms that is supposed to be more effective than 

traditional testing if the model in machine learning is effectively trained [2].  

The research work in [23] proposed a method to remove the attribute values of SQL queries at 

runtime using a dynamic method. It compares the attribute values with the SQL queries 

analyzed in advance of using the static method. The result is a rule-based method to remove 

the attribute in SQL queries for SQL injection analysis. However, the method cannot validate 

SQL syntax before detecting SQL injection. 
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Static Approaches in [64] proposed static approach, during compilation, the possibilities for 

the occurrence of SQL injections are distinguished or neutralized by the Static approaches. The 

procedure in doing this is, initial step initiates in scanning the heuristics/leverage information 

flow analysis/ application then by using this, SQL injection vulnerable code(s) are identified. 

At the same time, this will prolong in lots of changes in the source code which will then stretch 

out as a huge burden to the programmers. Existing web applications will also have an 

uncomfortable feeling when the source codes are modified. Keeping all thismind, the 

researchers are trying to execute a dynamic analyze within users’ input through SQLs and 

among those the malicious attacks will be blocked during runtime.  

To detect SQL Injection Vulnerabilities, a Static Analysis Framework is proposed [64]. The 

identification of SQL Injection attacks is executed during compiling. Two main rewards of this 

static framework tool include: (i) White box Static Framework and (ii) Hybrid Constraint 

Solver [12]. Inside the White Box Static Framework, the byte codes are considered to be 

numerous out of all and strings are meant as the core. While for HybridConstraint Solver, a 

string analysis tool that is efficient is implemented and the string, Boolean and integer variables 

are dealt with. These implementations are inherited through ASP.NET Web applications and 

the main advantage is, this can even detect the vulnerabilities that actually the black-box 

vulnerability scanner cannot. Considering the string constraints, this mechanism is a fabulous 

approximation. Then the shortcoming is its facilitation only to the ASP.NET vulnerabilities. 

In order to recognize the input manipulation vulnerabilities [64], an automated testing is 

undergone by the Static-analysis-based tool ‘SQLUnitGen’. When there arises a comparison 

between SQLUnitGen tool versus FindBugs, SQLUnitGen is confirmed as a static analysis 

tool. This is communicated as an outstanding mechanism as it concluded with constructive 

results in the phase of false positive as such crisis is lacking in all the conducted experiments. 

Context Sensitive String Evaluation (CSSE) [48] Finding the root cause of SQLIA is the basic 

idea innovated behind this sort of approach. The data origin may be of any one among these 

either developer-provided or user-provided and that is the so-called root cause. They could 

definitely conclude that the data presented by a user are un-trusted and the presented by 

applications are trusted. Context-Sensitive String Evaluation (CSSE) acts as a base for syntactic 

analysis where the un-trusted metadata usage is determined. Another important cause for 

injection occurrence is development stage’s programming flaws [48]. 
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CSSE flows like a syntactical analysis based one, where numerical constants and string 

constants are ultimately distinguished. Then non-numeric characters are eliminated from 

numeric identifiers and in alphanumeric identifiers, the unsafe characters are eliminated. The 

entire above-mentioned scenario will tentatively happen before queries are delivered to the 

server’s database. As such, the crisis in this approach is unsafe characters’ initialization is web 

programmer dependent and application functionality restriction will vigorously happen while 

unsafe characters are removed. 

The [42] proposed dynamic approach. There are far differences between Dynamic analysis and 

static analysis. None of the adjustments are done in the web applications while locating 

vulnerabilities of SQL injection attacks using dynamic analysis. All types of vulnerabilities 

including SQLIAs vulnerabilities within the web application are scanned using Open source 

program Paros. There are two points that make Paros imperfect. They are (i) scanning are done 

based on predetermined attack codes, (ii) for sparing the success-rate of the attack, HTTP 

responses are used. Dynamic approach category comprises many proposed techniques. 

Noticing the un-trusted data and their flows over the programs are tracked and these actions 

are performed as the security policies in the taint-based technique. It is the un-trusted input that 

is used in the creation of various types of SQL tokens in the SQL queries and such queries are 

rejected using context-sensitive analysis which is used in the taint-based technique. As this 

analysis method does not require any web application adjustments it is considered one of the 

best advantageous methods. Of course, a few numbers of vulnerabilities can be rectified as they 

are of predefined attacks spontaneously other vulnerabilities are supposed to be sorted out and 

fixed manually by the developers. The proposed method can be applied at websites developed 

using open source framworks. 

SQLGuard [20] proposed to mitigate the attacks on the SQL, injected threats, the SQLGuard 

technique utilizes a parse tree validation and this is also a runtime analysis technique. As 

discussed in the previous sections the SQL injections are highly dangerous that the 

programmers expected output query structure shall totally vary. The simplest rescue operation 

undergone to find out the SQL injection attacks insertion is by simultaneous checking of SQL 

query structure duly before and after the input values are submitted by the users. It is not so 

definite about capturing the query structure accurately during compile time using static 

analysis. All these controversies led us to a better view that the unfair part is the comparison 

done between the SQL query structure during Compile-time and runtime. During the execution 

time tree structures capturing and this is what SQLGuard is attempting for. The process 
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proceeds by using a random key in wrapping a user input and then a single token replace the 

wrapped user input. Then the major part of SQL query usage is in the generation of the 

proposed SQL query structure that is captured at some stage in runtime and it does not involve 

user input with it. 

The [4] proposed static analysis will be performed during development and such static analysis 

will be combined with some runtime dynamic monitoring and this shall be termed as a 

countermeasure. In each and every access point of the database the application involves in the 

generation of SQL query models and these models are put together during the phase of 

development considering the static evaluation according to its database utility. The checking 

procedure will be carried during the runtime process whereby the SQL information is 

counterchecked with the inner SQL model before queries are transferred to the database. The 

Recovery logics are applied and may be executed by the system developers during the process 

of mismatching the queries, which are considered to be exceptions and the SQL injections. 

These considerations appear to be another form of comparison between the runtime query parse 

tree and the parse tree of the initiate statement, which provides safe and sound vulnerable SQL 

statements. Considering the difference in both the types, in the original statement both are 

created during runtime whereas in other one input parse tree is created only during runtime as 

it is under the development phase. 

The research presented in [14], vulnerability detection in open source software suggests various 

mechanisms to detect the vulnerability of open source software, and based on public databases 

such as the National Vulnerability Database (NVD). The research shows that software 

applications integrate more and more open-source software (OSS) to benefit from code reuse. 

As a drawback, each vulnerability discovered in bundled OSS may potentially affect the 

application that includes it. The paper proposed a novel approach to support the vulnerability 

impact assessment based on the analysis of code changes introduced by security fixes.  

Thus, after analyzing the existing solutions to prevent and detect SQL injection attacks, it is 

understood that no existing solution is developed for detecting the SQL Injection attack. With 

these solutions, a proper hybrid variety has to be described for complete protection of 

applications from SQL Injection attack which could be implemented.  Basically, many research 

areas of today’s environment relies more on machine learning for its techniques and models to 

be incorporated into the environment. So it is mandatory and advisable to use machine learning 

approach for detecting SQL injection attack in database applications. The Table 3-1 shows the 

overall comparison methods. 
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Table 3-1: Summary of different SQLI vulnerability detection approaches/methods 

approaches/methods Vulnerability 

detection  

Vulnerability 

prevention 

Drawbacks  

Static analysis Yes  Yes  Get common Source code 

identifier – string analysis tool, 

burden on programmer code  

Dynamic analysis  Yes  Yes  Scanning is based on 

predetermined attack codes, 

overhead computation  

Hybrid approach Yes  Yes  Does not operate for the zero-day 

exploit 

Runtime monitors for 

tautology 

Yes  Notification  detects tautology 

attacks only 

Attribute removal (SQL 

query checker) 

Yes  Yes  Probabilities of false positives 

dependent of information in the 

symbol tables 

Query tokenization Yes  Blocked  Based on length factory  

Machine learning based Yes  Yes  Lack of structured dataset and 

limited processing power  

Using vulnerability 

database - NVD 

Yes  Yes  Does not operate for the zero-day 

exploit 
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CHAPTER FOUR 

4 THE ARCHITECTURE OF PROPOSED SOLUTION  

The goal of developing an SQL injection vulnerability detector is to enable a software 

developer to write a program invulnerable to SQLi when developing a database-driven 

application. It also enables a user to check the SQLi vulnerability of an open-source data-driven 

application when tries to use it in their daily activities. To achieve this goal, the proposed 

framework has different components or modules that perform different tasks. This chapter 

presents the architecture of the SQLI attack vulnerability detector. The main component of the 

system together with their subcomponents along with their responsibilities and the interaction 

between these components and subcomponents have been described. 

4.1 System Architecture  

The method proposes to use an ontology that embeds SQLI vulnerability specific knowledge. 

It relies on a collection of rules and algorithms that automatically extract relevant SQLI 

vulnerabilities from the code repository. First, issues from the code repository collected and 

SQLI vulnerability concept extracted to build the ontology. Second, the project source code is 

passed to the application. The application will parse the source code into a format that can be 

processed by the machine and passed to the classifier.  The classifier then takes the parsed 

source code and contact the ontology and the dataset to determine the source code status. 

Finally, the application alerts the SQLI attack vulnerability of the source code to the user. 

Figure 4-1 shows the system architecture of the proposed solution how the model is built and 

the application works. 
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Figure 4-1: Architecture of the proposed solution  

4.2 Components of the System 

As depicted in Figure 4-1 of the SQLI Vulnerability Detector framework has the following 

major components. 

1. Project and Issue Crawler: is the open-source project metadata and issue report 

downloader. 

2. SQLi Vulnerability Concept Extractor: is the component responsible for extracting 

SQLI vulnerability concept from the project issue reports. 

3. SQLI Ontology Builder: It is the component where the SQLI vulnerability ontology 

is built from the SQLI vulnerability concept. 

4. Rule and Inference Engine: It is a reasoning component. It is responsible for deciding 

what to do given the given project source code. It searches the possible combination of 

rules from the ontology for providing alerts to the user.  

5. Source Code Analyzer:  is responsible for parsing each program source code, and 

extract a portion of the code with SQL statement that interacts with the database. 

6. SQLi Dataset Processor:  is responsible for taking the code snippet contains SQL code 

fragment and identify the SQL query statement and generate an SQLI dataset.  
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7. SQLi Classifier: is responsible for predicting user program whether contains a code 

vulnerable to SQLi attack or not.    

8. SQLi Vulnerability Detector: is responsible for augmenting the classifier with the 

knowledge graph. 

9. User Interface:  is the front end of the solution. It is used to accept input from the user 

and feed it into the system. After the user information is processed, the final result is 

displayed on the user interface.  

The following subsection briefly discusses each component of the proposed solution. 

4.2.1 Project and Issue Crawler  

The project crawler component is responsible for downloading projects' metadata, issues, and 

pull requests. This component is composed of a data source identifier, project downloader, 

issue, and pull request downloader. 

The project crawler begins by taking a repository URL and downloading project metadata with 

that URL. Once the crawler downloads the project metadata, it identifies database-driven 

projects. It also downloads the issues and pulls requests for each database-driven project. The 

algorithm for the project crawler is given in Algorithm 1. 
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Algorithm 1: Project Crawler 

 

4.2.2 SQLi Vulnerability Concept Extractor  

The concept extractor is responsible for collecting bug reports, issues, and pull requests from 

the code repository system and extract the SQLi vulnerability concept and build an SQLI 

vulnerability Ontology.  

Input: File contains list of project url/data source / Repository API 

Output:  Project Metadata, issues, and pull request of each project 

Repeat until terminated 

Connect to Data source  

Get project metadata  

Select all database-driven projects 

If a project is database-driven    

 Download issues and pull requests  

 Save the issues and pull requests 

Else  

 Continue  

Until end of file  
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Algorithm 2: SQLi Vulnerability Concept Extractor 

 

4.2.3 Ontology Builder  

The SQLI vulnerability knowledge is captured and encoded using ontology. The constructed 

ontology defines the software project, the issues, and the logical relationships among the 

projects and the SQLI vulnerability instances.  

Input: List of issues and pull requests  

Output: SQLi vulnerability Ontology Knowledge Graph  

Read issues and pull requests from file 

While end of file  

 Check the text file contains SQLi vulnerability concept 

 If true  

 Mine SQLi vulnerability concept  

 Build the graph  

Else  

 Continue 
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Algorithm 3: SQLI vulnerability Ontology builder 

 

The ontology is built by analyzing the project source code and the issue reports. A high-level 

representation of the developed ontology is depicted in Figure 4-2. 

 

Figure 4-2: High-level ontology representation 

The main concepts (classes) contained in this ontology are presented in Table 4-1. The 

described classes, which include Software projects, Issues, Plugins, Extensions, and 

vulnerability instances, are used to describe different types of data and their definition. Each of 

these classes may have several subclasses and properties organized in a hierarchy. For instance, 

the Project class has several subclasses such as Plugin, Extension, and Module. 

Table 4-1: Main classes contained in the SQLI Vulnerability Ontology 

Class Description  

Project This class represents an instance of the software project source code.  

Input: List of SQLI concept 

Output: SQLI vulnerability Ontology  

Read SQLI concept 

While end of file  

 Check the text file contains SQLi vulnerability concept 

 If true  

 Mine SQLi vulnerability concept  

 Build the Ontology  

Else  

 Continue 
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Issue This class is used to represent instances of project issue and their 

properties 

Module Same as project 

Extension Same as project 

Plugin Same as project 

Moreover, in ontology, the relationship between classes is defined using object properties, 

while the data properties are used to describe the data values, as presented in Table 4-2. The 

logical relationships describe the connection between different elements of a Project.  

Table 4-2: Properties contained in the SQLI vulnerability ontology 

Domain Properties 

Project hasVersion, hasBuildNumber, useLanguage, useLibrary, usePlugIn, 

isType, hasUpdate 

Issue issueId, isVulnerable, isPartOf, hasDate, createdBy,  

 

4.2.4 SQLI Dataset Processor  

The dataset processor component is responsible for analyzing each project source code and 

extracting code snippet contains SQL query statements. This component is composed of a code 

analyzer and dataset generator.  

Code Analyzer: The code analyzer is responsible for parsing each program source code, and 

extract a portion of the code with SQL statement that interacts with the database. Because 

source code is unstructured, it is necessary to organize and make ready to be evaluated learning 

algorithms. Once the source code is extracted, it can be used as new to generate a new SQL 

dataset instance. 
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Algorithm 4: Source Code Analyzer 

 

Dataset Generator: This component is responsible for taking the code snippet contains SQL 

code fragment and identify the SQL query dataset. Build the new instance dataset and make 

ready for the classifier to be tested as vulnerable or not to the SQL injection attack. 

Algorithm 5: Dataset Generator 

 

4.2.5 Classifier  

The classifier is responsible for predicting user program whether contains a code vulnerable to 

SQLi attack or not.  

Input: Projects source code 

Output: Source Code snippet contains SQL Statement  

Read Projects //List of projects from file 

While end of file 

 Represent each projects source code file in AST 

 Extract Code fragment with SQL statement  

 Save the code fragment  

 

Input: File: Source Code snippet contains SQL Statements 

Output: Labeled Source Code snippet contains SQL Statement dataset 

Read  //List of Code snippet from file 

While end of file 

 Read Source Code snippet 

 Extract the SQL query statement  

 Create vector from the string   
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Algorithm 6: Classifier 

 

4.2.6 SQLi Vulnerability Detector  

The SQLi vulnerability detector is responsible for augmenting the classifier with the 

knowledge graph.  

Algorithm 7: SQLi Vulnerability Detector 

 

4.2.7 Dependency Extractor  

To track and generate alerts for all software that inherits vulnerabilities from open source 

dependencies, this component is responsible for identifying first level dependency libraries of 

a project. Algorithm 8 shows the algorithm of the dependency extractor component. 

Input: New Dataset Instance 

Output: Program as Vulnerable or Invulnerable to SQLI attack  

Accept the dataset instance 

Predict the dataset class 

Self-learn 

Result vulnerable or invulnerable   

 

Input: From Code analyzer, Classifier and Dependency extractor 

Output: Vulnerable or Invulnerable   

 Accept Code Analyzer output 

 Accept classifier result  

 Check the result  

 Read project dependency if any 

  Check KG for known vulnerability 

 Augment classifier result 

 Display Result  

 



55 

 

Algorithm 8: Software dependencies extractor 

 

4.3 SQLi Vulnerability Detection Workflow  

4.3.1 Building the framework  

As depicted in Figure 4-3, the framework starts its activities by downloading project metadata 

and issues from with code repository.  Once the issues are downloaded, the SQLi concept 

extractor mines the SQLi vulnerability concepts and builds the knowledge graph. The code 

analyzer parses the source code and generates a new SQL query dataset instance. Finally, the 

classifier model is trained and tested with the dataset.  

Input: User Project  

Output: List of dependency libraries    

Read project source code  

Extract the dependencies libraries  

Check for it contain SQL query snippet 

Save the list  
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Figure 4-3: Workflow of building the framework 

4.3.2 How does the tool work? 

The SQLi vulnerability detector tool as shown in Figure 4-4, start working by accepting 

program source code as an input. The source code the program parsed and code fragment 

contains the SQL query statement extracted.  The dependencies of the project were also 

identified and their code was analyzed if they contain code fragments with SQL query 

statements. From the SQL code fragment, the SQL query dataset is generated and passed to the 

classifier. The project and its dependencies were also checked with the knowledge graph to 

determine for known SQLi vulnerability report. The result of the classifier and test for known 

vulnerability checked. If matched SQLi vulnerability hole detected else not. 
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Figure 4-4: How does the SQLI vulnerability detector tool work? 
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CHAPTER FIVE 

5 IMPLEMENTATION AND EVALUATION 

In this chapter, the implementation aspect of the SQLI vulnerability detector is described. The 

design of the detector is demonstrated by the implementation of a prototype system. The 

development environment and the tools that are used for the development of the prototype are 

also described here. 

5.1 Development Environment 

The development environment that is used in the development of the SQLi vulnerability 

detector is described below. The proof of concept system is developed and tested on a single 

personal computer of Intel core i5 processor with 2.40GHz speed, 8GB of RAM, 640GB of 

hard disk capacity, with Microsoft Windows 10 Professional operating system. We used a 

bandwidth of 100MB/second which is shared among thousands of Debre Berhan University 

communities.  

5.2 Development Tools and Technology  

During the development of the prototype, the following tools have been selected and utilized. 

Java Programming Language:  

This is the latest version of open-source software used for developing Java programs. It has 

been by far the most widely used Java SDK(Software Development Kit). We installed 

JDK1.8.0_06 (Java Development Kit version 1.8.0_06) on a windows environment. The Java 

programming language is used for implementing various components of the SQLi vulnerability 

detector prototype. 

MySql: 

The approach proposed in this paper uses machine learning techniques to check an open-source 

software is contains a code that is vulnerable to SQL injection attack or not. A demo program 

consists of a custom registrar information system web application with a MySQL server 

backend developed and tested for different SQLi vulnerability use cases. Different SQL queries 

with known injection vulnerability were designed, as depicted in 12, and given to the demo 

system.  The response result of the MySQL server from the web application request was 

captured. The result is used to check manually, how the SQLi vulnerability detector processed 

the web application and identify the SQL injection vulnerabilities. 
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Eclipse IDE:  

Eclipse is an open-source software framework written primarily in Java. It is an Integrated 

Development Environment(IDE) for Java developers, consisting of the Java Development 

Tools (JDT) and the Eclipse Compiler for Java (ECJ). This IDE is used to write, compile, and 

run the java code of the components of the SQLi vulnerability detector prototype program. 

JavaParser Elipse JDT plugin:  

The JavaParser library was utilized to construct and traverse an AST from Java source code. 

JavaParser is an open-source library that allows native Java interaction with an AST generated 

from Java source code. JavaParser was chosen due to its ease of use when compared with other 

parsers. 

LibSVM6 API:  

The LibSVM is a java implementation of the support vector machine algorithm. It is used to 

train, test, and build the support vector machine model. 

word2vec7: 

A tool used to construct a vector from the textual representation of the dataset. It is used to 

convert the SQL query dataset to its equivalent vector representation. 

GitHub API: 

GitHub Rest API is used to collect and track open issues, closed issues, and pull requests from 

a project repository. It is also used to download project metadata. 

5.3 The Project and Code Repository Report Crawler 

To mine SQLi vulnerability for various database-driven open-source projects and content 

management software plugins, the bug reports and issues posted by developers on code 

repositories were collected.  

For this research work, as a proof of concept, The code repository issues and pull requests 

crawler developed to collect SQLi vulnerability reports from repositories hosted on GitHub. 

The crawler program utilized GitHub’s Rest API to collect and track open issues closed issues, 

and pull requests from the GitHub repository, Sample code shown in Figure 5-1. 

                                                 
6 https://www.csie.ntu.edu.tw/~cjlin/liblinear/ 
7 https://code.google.com/archive/p/word2vec/ 

https://www.csie.ntu.edu.tw/~cjlin/liblinear/
https://code.google.com/archive/p/word2vec/
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Once the issues and pull requests presented in different project repositories were retrieved, the 

result was saved in a file in file. The result for each project was filtered to check which contains 

the SQLi vulnerability concept. The sentences contain terms related to SQLi vulnerability were 

extracted using an SQLi vulnerability concept extractor. The vulnerability concept extractor 

can tag each sentence with the project name, version, and other project metadata.  

The SQLI vulnerability concept extractor discards all sentences for which it does not contains 

the vulnerability concept. The extracted vulnerability concepts are used to build the knowledge 

graph that may be used by software programs to check the source code contains a known SQLi 

vulnerability hole.    

 

Figure 5-1: Sample project metadata crawler code 

5.4 The Source Code Analyzer 

In this work, each Java file is modeled as an AST (Abstract Syntax Tree) as shown in sample 

Figure 5-2, which is a hierarchical intermediate representation of a program that presents 

source code structure according to the grammar of a given programming language. It is a 

reduced parse tree where nodes are connected through parent-child relationships.  

The construction of an AST begins with a node that represents the entire 

translation/compilation unit followed by several intermediate levels, then simple language 

constructs such as type name, identifier name, or operator as the leaf nodes. The JavaParser 
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library was utilized to construct and traverse an AST from Java source code. JavaParser is an 

open-source library that allows native Java interaction with an AST generated from Java source 

code. JavaParser was chosen due to its ease of use when compared with other parsers. 

 

Figure 5-2: Sample method identified by JavaParser 

5.5 Dataset Generator: Extracting features 

The dataset generator was implemented with java using the text mining concept. For the 

program source code with containing SQL keywords, operators, syntax, etc used to identify 

SQL statement from the code part using code parser eclipse plugin. The word2vec library is 

used to convert the SQL query statement to a vector representation. 

Table 5-1: sample SQL tokens 

Select AND ROW NOT NULL 

Union JOIN SUM NULL 

' UPDATE COUNT DELETE 

 

5.6 SQLI Vulnerability Concept Extractor  

The SQLi vulnerability concept extractor builds on the ontology. The ontology is build using 

protégé ontology builder, as the sample class is shown in Figure 5-3.  

 

Figure 5-3: Sample ontology class 
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The Query of the knowledge graph implemented using the apache Jena java library. The 

ontology is contacted using a SPARQL8 query as shown in sample Figure 5-4 

 

Figure 5-4: Sample SPARQL query 

The system is query the Knowledge graph and checks for known vulnerability based on SWRL9 

rules contain two parts, antecedent part (body), and a consequent (head). The body and head 

consist of conjunctions of a set of atoms. Informally, a rule may be read as meaning that if the 

antecedent holds (is true), then the consequent must also hold as a sample rule given in Figure 

5-5.  

 

Figure 5-5: Sample SWRL rule 

5.7 SQLI Vulnerability Detector Tool 

The detector tool implemented using Jena and LibSVM library to interact with the ontology.  

5.8 Usage Example 

The SQLi vulnerability detector tool can be run with a graphical user interface (GUI) as in 

Figure 5-6. Browse to the project fold and click on the process. The result will be displayed on 

the result filed. 

                                                 
8 https://www.w3.org/TR/sparql11-query/ 
9 https://www.w3.org/Submission/SWRL/ 

https://www.w3.org/TR/sparql11-query/
https://www.w3.org/Submission/SWRL/
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Figure 5-6: Using the detector tool 
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5.9 Evaluation and Discussion  

The previous Chapters 4 and 5 have discussed the research framework and the implementation 

of the SQLi vulnerability detector.  Thus, the success of the goal of the research depends on 

the experimental results and the successful execution of SQLi vulnerability detector 

components. This chapter will discuss the experiments on the SQLi vulnerability detector that 

checks the SQLi vulnerability detector's effectiveness and the interaction between SQLi 

vulnerability detector components and tests each component individually.  

The experiment was done on a single personal computer of intel core-i5 processor with 

2.45GHz speed, 8GB of RAM, 1TB of hard disk capacity, with Microsoft Windows 10 

Professional operating system.  

This chapter is organized as follows:   Section 6.1 discusses the evaluation criteria that will be 

used to evaluate the SQLi vulnerability detector components. Section 6.2 tests the concept 

extractor of the SQLi vulnerability detector. Section 6.3 presents the results dataset generator 

and discusses various samples of input data as well. Section 6.4 discusses the testing result of 

the classifier component. Section 6.5 presents the comparison result of the knowledge graph 

with the existing traditional vulnerability databases. Section 6.6 shows the testing results of the 

SQLi vulnerability detector tools.  

5.9.1 What to test and testing Criteria 

The SQLi vulnerability detector has different components, which are required to test the 

effectiveness of this research and using specific criteria that specify the successful 

measurement. The same environment for the test the prototype of this research work used in 

the implementation chapter 5.1, i.e., using Java as a development language, Eclipse as an 

integrated development environment, and MYSQL as a backend database engine.  In this part, 

the effectiveness of  the vulnerability detector  will  be  tested  for  each  component  using  

various  criteria  and  checked for  the following:  

 The SQLi vulnerability Concept Extractor component - tested for how it extracts 

the SQLi vulnerability concept from the code repository system. Once the Issue and 

pull request crawler downloaded issues and pull requests, the concept extractor mines 

the SQLi vulnerability concept and build the ontology. In doing this, this component 

tested with manual tagging to check how many of the concepts were retrieved correctly. 
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 The SQLi Vulnerability Detector tools using Only the ontology - the SQLi 

vulnerability detector tools developed only from the KG.  This tool was tested with a 

sample java program open-source project cloned from the GitHub code repository. The 

output of this tool is manually cross-checked with the concept of extractor result. 

 The SQLi Classifier component - tested once the model is trained. 

 The SQLi Vulnerability Detector tools using Only the Classifier - the SQLi 

vulnerability detector tools developed only from the classifier model.  This tool is tested 

with a sample java program open-source project cloned from the GitHub code 

repository. The output of this tool is manually cross-checked with the concept of 

extractor result. 

 The SQLi Vulnerability Detector tools - Once the component is individually tested, 

the tool developed based on the integration of classifier and ontology tested with sample 

open-source project cloned from the code repository.   

5.9.2 SQLi Vulnerability Concept Extractor Component Test 

To test the SQLi vulnerability concept extractor, the issue crawler program runs on a Windows 

10 operating and collected 6,440 issues and pull requests of database-driven projects posted on 

GitHub. The issue crawler was limited to database-driven projects hosted on the GitHub 

repository. The issue collection is also limited to posts the date after 2016.  

Out of the 6,440 issues collected, the SQLi vulnerability concept extractor identified 1,842 

issues contains SQLi attack vulnerability. The SQLi concept extractor added these issues to the 

SQLi vulnerability ontology. 

The quality of the SQLi concept identified by the SQLi concept extractor component is checked 

manually. The security expert tagged 90 randomly selected SQL injection issues and manually 

checked the tags.  

The SQLi concept extractor output checked manually whether the identified issues contain the 

SQL injection vulnerability concept or not. The manual tagging activity showed that 61 issues 

were identified to contain the SQL injection vulnerability concept by the SQLi concept 

extractor component and the remaining 29 issues not. 

A random sample of 100 issues was selected from the discarded 4,598 issues. In this case, 5 

issues were found to contain the SQL injection vulnerability concept and wrongly identified as 



66 

 

a non SQL injection concept. Table 5-2 lists sample projects the issues and pull requests 

downloaded from the GitHub repository.  

Table 5-2: Sample project cloned from GitHub repository 

Project Languages 

Openmrs SQL, java 

Phpmyadmin java, SQL, 

dhis2-core java, sql 

5.9.3 SQLi Vulnerability Detector tool using Only the Ontology 

An SQLi vulnerability tool was developed based on the knowledge graph created by the SQLi 

vulnerability concept extractor from the issues and pull requests downloaded from the GitHub 

repository. The SQLiVulDetectorKg tool run with an input of java projects cloned from the 

GitHub repository. The issues download by the crawler and identified to contain SQL injection 

vulnerability concept by manual tagging, 61 issues, were retrieved from 40 projects. Out of 40 

projects, 17 were Java source code projects. These 17 projects were used as an input to the 

SQLiVulDetectorKg tool. The output of the tools showed that 15 projects were identified to 

be vulnerable to the SQL injection attack. Two of the projects were identified to contain 

PostgreSQL specific query and the tool was optimized for MySQL queries. 

The issues download by the crawler and identified not to contain SQL injection vulnerability 

concept by manual tagging, 29 issues, were retrieved from 13 projects. Out of 13 projects, 3 

were Java source code projects. These 3 projects are used as an input to the 

SQLiVulDetectorKg tool. The output of the tools showed that 3 projects were identified to be 

not vulnerable to the SQL injection attack. Figure 5-7 depicted the sample output of the 

SQLiVulDetector tool. 
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Figure 5-7: Sample SQLi Vulnerability Detector Output 

5.9.4 Training and testing of the classifier  

The Dataset Generator component identified 124 files containing SQL statements. 

 To evaluate the accuracy of classification models, we used the positive classification rate 

(TPR), the negative classification rate (FPR), recall rate (Recall), and the area of the receiver 

operating characteristic (ROC) curve to evaluate the classifier. The following is a description 

of several evaluation parameters: 

TPR: The rate of SQL injection or normal request to correct classification. 

𝑇𝑃𝑅 =  
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
 

FPR: The rate of SQL injection or normal request to error classification. 

𝐹𝑃𝑅 =  
𝐹𝑃

𝐹𝑃 + 𝑇𝑁
 

Recall Rate: The rate of the predicted request to the total sample. 

𝑅𝑒𝑐𝑎𝑙𝑙 𝑅𝑎𝑡𝑒
𝑇𝑃

𝐹𝑃 + 𝐹𝑁
 

ROC curve: A comprehensive index of classification rate and negative classification rate, the 

closer to 1, the better the effect of classification. 

The experiment uses a three-way cross-validation method to mix all SQL injected samples and 

normal access sample data into 4 parts, of which 3 are used as training samples and one is taken 
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as test samples. Through the experiment, the final selection of the penalty parameter C=1, the 

kernel function selection linear, the classification effect is best. Table 5-3 experimental results. 

Table 5-3: Classifier test result 

TPR FPR Recall ROC 

0.928 0.072 0.927 0.966 

 

It can be seen from Table 5-3, the result shows a high TPR and low FPR. The prediction rate 

reached more than 92%. 

5.9.5 SQLi Vulnerability Detector tools using Only the Classifier 

An SQLi vulnerability tool developed using the classifier model. The SQLiVulDetectorClass 

tool run with an input of java projects cloned from the GitHub repository. The projects, 17 

projects, used to test the tool developed based on the knowledge graph were used as an input 

to the SQLiVulDetectorClass tool. The output of the tools showed that 13 projects were 

identified to be vulnerable to the SQL injection attack. 

The other 3 projects identified not to contain the SQL injection vulnerability issue report also 

tested as an input to the SQLiVulDetectorClass tool. The output of the tools showed that 3 

projects were identified to be not vulnerable to the SQL injection attack. Figure 5-8 depicted 

the sample output of the SQLiVulDetectorClass tool. 

 

Figure 5-8: Sample SQLi vulnerability test output from the classifier 
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5.9.6 Comparison with Existing Tools 

The projects identified to contain SQL injection vulnerability issues manually searched and 

checked with the traditional security vulnerability database, such as NVD. 

Table 5-4: Comparing SQLi vulnerability Ontology 

Project NVD snyk SQLi VulKG 

OpenMRS 2.9 Identified not present Identified 

wordpress 4.7.2 identified  identified identified  

phpmyadmin3.67 Identified identified not tested 

dhis2-core-2-3 - - identified 

The sample comparison result listed in Table 5-4 depicted that the proposed prototype tool, 

SQL injection Knowledge graph is better in identifying recent SQL injection vulnerabilities. 

5.9.7 SQLi Vulnerability Detector Tool Test  

An SQLi vulnerability tool was developed based on both the knowledge graph and the classifier 

model to detect SQL injection vulnerabilities. The SQLiVulDetector tool run with an input of 

java projects cloned from the GitHub repository. The issues download by the crawler and 

identified to contain SQL injection vulnerability concept by manual tagging, 61 issues, were 

retrieved from 40 projects in section 5.9.3 used to test the integrated tool. These 17 projects 

were used as an input to the SQLiVulDetector tool. The output of the tools showed that 17 

projects were identified to be vulnerable to the SQL injection attack.  

The other 3 projects, know not to contain SQL injection vulnerability issues, were also used as 

an input to the SQLiVulDetector tool. The output of the tools showed that 3 projects were 

identified to be not vulnerable to the SQL injection attack. Figure 5-9 depicted the sample 

output of the SQLiVulDetector tool. 
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Figure 5-9: SQLi vulnerability detector tool sample output 

5.9.8 Sample Project Testing  

In this test, a sample program developed using java language and tested for known sample SQL 

injection vulnerable queries. The source code, as in Figure 5-10, rewritten different times to 

contain a vulnerability hole for the sample SQL injection dataset shown in Table 5-5. The 

program source code is given to the prototype tool as an input.  

 

Figure 5-10: Sample java code for test 

The sample code shown in Figure 5-10 modified to contain the sample injected SQL query 

shown in Table 5-5 and the test result shows the tool identifies the SQL injection vulnerability 

hole in the source code. 

Table 5-5: Sample SQLi dataset for manual test 

No. injected SQL query sample 

1.  a'  

2.  a' -- 
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3.  a' or 1 = 1; -- 

4.  @ 

5.  ? 

6.  ' and 1 = 0 )  union all 

7.  ? or 1 = 1 -- 

8.  x' and userid is NULL; -- 

9.  x' and email is NULL; -- 

10.  anything' or 'x' = 'x 

11.  x' and 1 =  ( select count ( * )  from result ) ; -- 

12.  x' and name is NULL; -- 

13.  x' or name like '%abe% 

14.  23 or 1 = 1; -- 

15.  '; exec master..xp_cmdshell 'ping 172.10.1.255'-- 

  

 

5.9.9 Sample Open Source Project Testing  

The porotype also tested with some randomly selected java projects cloned from GitHub 

repositories, listed in Table 5-6, and the result is checked manually by searching and looking 

at the issues and pull requests of the project repository. 

Table 5-6: List of projects for a sample test 

Project SQLi Vulnerability Detector Manual Checking 

OpenMRS 2.9 identified identified 

wordpress 4.7.2 - identified 

phpmyadmin3.67 - identified 

dhis2-core-2-3 Identified identified 

   

5.9.10 Performance Measures 

The performance of the proposed solution evaluated with Accuracy, Precision, Recall and F1 

score. A total of 124 java source code projects with different version downloaded from the 

GitHub code repository. Among these 124 project 91 was reported to contain a SQLI 

vulnerability hole.  The Accuracy, Precision, Recall and F1 score of the proposed solution 

tested using these projects. 
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True Positives (TP) - These are the correctly predicted positive values which means that the 

value of actual project is vulnerable to SQLI attack and the value of predicted also vulnerable. 

True Negatives (TN) - These are the correctly predicted negative values which means that the 

value of actual project is not vulnerable and value of predicted also not vulnerable. 

False Positives (FP) – When actual project is not vulnerable and predicted as vulnerable. 

False Negatives (FN) – When actual project is vulnerable but predicted as not vulnerable. 

Accuracy - Accuracy is the most intuitive performance measure and it is simply a ratio of 

correctly predicted project to the total project. 

Accuracy = TP+TN/TP+FP+FN+TN 

Precision - Precision is the ratio of correctly predicted projects to the total predicted projects in 

test. 

Precision = TP/TP+FP 

Recall (Sensitivity) - Recall is the ratio of correctly predicted projects to the all projects which 

are vulnerable 

Recall = TP/TP+FN 

F1 score - F1 Score is the weighted average of Precision and Recall. 

F1 Score = 2*(Recall * Precision) / (Recall + Precision) 

From the total of 124 projects selected manually, 91 of them found to be vulnerable to SQLI 

attack and 33 are not. Table 5-7 summaries the result of the performance test. The proposed 

solution has an accuracy of 0.85 with a precision 0.92, recall 0.86 and F1 score 0.89.  

Table 5-7: Performance test summary 

TP TN FP FN Accurancy Precision Recall F1

79 27 6 12 0.8548387 0.9294118 0.868132 0.897727
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CHAPTER SEVEN 

6 CONCLUSION AND FUTURE WORKs 

6.1 Conclusion 

Generally, the database-driven application is common and the backbone of an organization's 

information system. Developing a secured database-driven application is important for an 

organization. Since such type of application knows to store very important data, attackers have 

high intension to get into such a system and get unauthorized access. 

Now a day, different open-source software is available for a specific information system or as 

a content management system. One advantage of open source software is freely available. 

When using this software in projects or production system, check the security vulnerability 

matters. The projects main contain security holes. For database-driven applications among the 

security hole, SQL injection is the one used by an attacker to get into the information system.  

Most open source content management and other domain-specific information systems use 

relational databases as backed and SQL to interact with the database. The SQL query 

statements, if not handled correctly, may create injection vulnerability for the attacker.    

With the open-source code repository becoming an important information source for source 

code, bug reports, issues, and pull requests, software developers can be highly benefited from 

the information.  

This research proposed a methodology to design and develop an SQL injection vulnerability 

detector tool for open source projects. The tool incorporates machine learning and knowledge 

graph approach. While source code is unstructured and unlabeled, useful knowledge can be 

extracted to detect SQL injection vulnerabilities. The knowledge extracted from open source 

projects is used to create a model that identifies open source projects as vulnerable to SQL 

injection or not.  

The research came up with an SQLi vulnerability detector tool that has an issue crawler, SQLi 

vulnerability concept extractor, Source Code Analyzer, The Classifier, and SQLi vulnerability 

detector components.  

The issue crawler downloads issues and pull requests from the GitHub repository for open 

source projects. It detects whether the project is a database-driven application or not and 

download the issues, bug reports, and pull request of a project. 
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The SQLi vulnerability concept extractor mines the SQL injection vulnerability concept and 

builds an SQLi vulnerability knowledge graph. The SQLi concept extractor tested for its 

accuracy with manual tagging. The validity of the knowledge graph also compared with the 

traditional security vulnerability database NVD and snyk. 

The issue crawler downloads and collects 6,440 issues and pull requests of database-driven 

projects posted from the GitHub repository. Out of the 6,440 issues collected, the SQLi 

vulnerability concept extractor identified 1,842 issues contains SQLi attack vulnerability. For 

90 randomly selected SQL injection issues and manually checked issues, 61 issues were 

identified to contain the SQL injection vulnerability concept and the remaining 29 issues not. 

In addition, a randomly selected 100 issues from the discarded 4,598 issues, 5 issues found to 

contain SQL injection vulnerability concept and wrongly identified as not SQL injection 

vulnerability concept. 

The classifier builds the SVM classifier with the training and testing dataset. It takes a labeled 

dataset of over 4,000 records that were used to detect SQL injection. The dataset labeled as 1 

for SQL query vulnerable to SQL injection and 0 normal SQL query statement. The text-based 

dataset converted to vector using word2vec to make it suitable for the SVM machine learning 

algorithm. The string vector dataset was used to train and test the SVM classifiers using the 

libsvm java library, which achieved a prediction rate reached 92%. 

The Source code Analyzer takes a Java source code program and extracts out a code statement 

contains SQL query for the program. For this purpose, the eclipse Jdt- AST plugin is used. 

Once the SQL statement extracted, serve as an input to the detector tool. 

The SQLi vulnerability detector tool uses the classifier augmented by the knowledge graph for 

known SQLi vulnerability of an open-source project to check whether a project source code is 

vulnerable to SQL injection attack or not. To demonstrate the effectiveness of the SQLi 

vulnerability detector tool, a manual test conducted for randomly cloned open source projects 

from the GitHub repository. The result of the SQLi vulnerability detector was cross-checked 

with the issues and bug reports of the project. Out of 40 projects, 17 projects identified to be a 

Java project, used to test the integrated tool, tools showed that 17 projects identified to be 

vulnerable for SQL injection attack. The other 3 projects, know not to contain SQL injection 

vulnerability issues, also used as an input to the SQLiVulDetector tool. The output of the tools 

showed that 3 projects identified to be not vulnerable to the SQL injection attack. 
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The output of this research work used for a different purpose. A software developer or open-

source code software user can use the detector tool to check for SQL injection vulnerability in 

source code. Moreover, the knowledge graph can be used in other research work. 

In the course of conducting this thesis work, we came across some limitations. Lack of a SQL 

injection vulnerability dataset, higher processing machine to download and extract dataset from 

open source code. 

6.2 Contribution 

The contributions of the thesis are: 

 SQLI vulnerability ontology developed on the benefit of machine  

 An ontology based machine learning hybrid framework for SQL injection vulnerability 

detection  

 Interactive environment (a tool) that check program source code for SQLI vulnerability  

6.3 Future Works 

In this thesis work, we attempted the design and implementation of SQL injection vulnerability 

detector in source code. Developing a fully functional and efficient SQLi vulnerability detector 

is a team effort that needs a lot of coordinated effort. Additional features can be added or the 

existing components of the detector tool can be modified to increase the performance and 

efficiency of the tool.  In light with this, the following recommendations are made for further 

research and improvement.  

 The Work on the issue crawler to download comments, fixed code, and releases notes 

and extracts SQL injection vulnerability in detail.    

 SQL injection dataset development from open source can be enhanced with a big data 

analysis concept. 

 The effect of incorporating ontology and classifiers can be investigated for other 

machine learning algorithms. 

 A study that properly detects and handles issues, bug reports, and comments with a 

language other than English can be considered and included in the knowledge graph. 

 Improve the detection technique and develop the ability to check the SQL injection 

attacks for source code for different language and database types. 
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Appendix 

Appendix -1: Sample SQL Statement list 

' and 1 = 0 )  union all 

? or 1 = 1 -- 

x' and userid is NULL; -- 

x' and email is NULL; -- 

anything' or 'x' = 'x 
x' and 1 =  ( select count ( * )  
from tabname ) ; -- 

x' and members.email is NULL; -- 

x' or full_name like '%bob% 

23 or 1 = 1; -- 
'; exec master..xp_cmdshell 'ping 
172.10.1.255'-- 

a 

1 or 1 = 1 

1' or '1' = '1 

1 and user_name (  )   =  'dbo' 

1 
1'1 
 

1 exec sp_  ( or exec xp_ )  

1 and 1 = 1 
1' and 1 =  ( select count ( * )  
from tablenames ) ; -- 

1 

1 and user_name (  )   =  'dbo' 

\'; desc users; -- 

1\'1 

1' and non_existant_table  =  '1 

 

'; exec master..xp_cmdshell 'ping 
172.10.1.255'-- 

a 

1 or 1 = 1 

1' or '1' = '1 

1 and user_name (  )   =  'dbo' 

1 

1'1 

1 exec sp_  ( or exec xp_ )  

1 and 1 = 1 
1' and 1 =  ( select count ( * )  
from tablenames ) ; -- 

1 

1 and user_name (  )   =  'dbo' 
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\'; desc users; -- 

1\'1 

1' and non_existant_table  =  '1 

or 

procedure 

handler 

' or username like '% 

' or uname like '% 

' or userid like '% 

' or uid like '% 

' or user like '% 

'; exec master..xp_cmdshell 

'; exec xp_regread 
t'exec master..xp_cmdshell 
'nslookup www.google.com'-- 

--sp_password 

' UNION SELECT 

' UNION ALL SELECT 

' or  ( EXISTS )  

'  ( select top 1 

'||UTL_HTTP.REQUEST 

1;SELECT * 

<>"'%; )  ( &+ 
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Appendix -2: Sample issue list 

356066,1992496,23881,"Why do you not want to run build from 

`SQLiteOpenHelper#onCreate`? It would be enough.",36,36,1594316,"2012-07-17 18:42:45" 

356067,1992496,297275,"Ah, right. This would be much simpler and 

clearer.",36,36,1596712,"2012-07-18 05:08:56" 

356068,5358979,157583,"Removed",453,45,1617612,"2012-07-23 15:39:38" 

356069,5791357,75904,"I presume that you saw my earlier comments to Dave lamenting the 

addition of this method entirely? Perhaps you can convince him that his circumstances don't 

extenuate badly enough to need it. 

\ 

",\N,\N,547622,"2011-08-23 17:23:26" 

356070,5791357,76286,"And someone will come along in the future and add a pick (T[] array, 

int beginIndex, int endIndex, T ifEmpty) when subList() could be used. 

\ 

This would also protect against potential sql-injections should a user-submitted variable be put 

there instead.",40,40,1249605,"2012-04-24 09:56:25" 

366821,3096400,35644,"We should look further into this bug. Why is this needed? Do we have 

potential problems elsewhere in our code because of it?",4,4,1249616,"2012-04-24 10:00:18" 

366822,3096400,35644,"These tests break our continous integration build, and should be 

fixed/removed. (Applies for all tests below)",21,21,1249707,"2012-04-24 10:23:46" 

366823,3096400,35644,"Good commit. Some boilerplate code that needs to be removed due 

to scaffold. Try to autoindent code aswell before you commit, due to readability. Not sure if 

sublime supports this for ruby, but look into it :)",\N,\N,1249715,"2012-04-24 10:26:40" 

366824,3096400,35644,"One of these resources are redundant, and not 

needed.",94,12,1249699,"2012-04-24 10:22:04" 

366825,3096411,35644,"This is actually not needed at all in production. A better solution 

would be to make a linux-specific group to handle this. I think we can safetly comment out 

these gems for now though.",37,4,1249732,"2012-04-24 10:29:50" 
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366826,3096411,151198,"Good. I realized this after commiting.",37,4,1274086,"2012-04-30 

13:02:18" 

366827,2551866,142056,"Testers were unable to tell if the program ran or 

not",\N,\N,1686517,"2012-08-08 10:34:53" 

366828,2673961,8753,"did you want to leave that print statement?",183,24,1687623,"2012-

08-08 14:18:12" 

366829,3097385,10485,"contentBox is not a dojo/ module. I guess you should either keep 

dojo.contentBox() (as this is not a public API comment) or use the right notation which would 

be dojo/_base/html.contentBox().",142,49,1476188,"2012-06-19 11:29:11" 

366830,3097385,10485,"same as below dojo/maringBox is not a 

module.",138,44,1476191,"2012-06-19 11:29:26" 

366831,3097385,10485,"probably better to use\ 

```javascript\ 

// tags:\ 

gem 'rake', '~> 0.8.7' 

\ 

in my Gemfile, and had to unin",\N,\N,399729,"2011-05-25 15:21:06" 

374129,15639967,4915,"This code would produce LIKE for all adapters except for postgresql 

where the sql will have ILIKE:\ 

\ 

    scope :event_name_starts_with, lambda{|name| where(\"event_name #{LIKE} ?\", 

\"#{name}%\") }\ 

\ 

and I think, it is much more readable than .matches()",10,10,394786,"2011-05-23 07:45:18" 

374130,15639967,275441,"PostgresQL doesn't like your `` here...\ 

\ 

PGError: ERROR:  syntax error at or near \".\"\ 
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LINE 1: ...AND \"activators\".\"id\" IN (NULL) AND (`preferences`.name = 'a...\ 

\ 

Quick Fix:\ 

```\ 

scope :advertised, includes(:stored_preferences).where('\"preferences\".\"name\" = 

",34,40,413197,"2011-06-03 12:23:20" 

374131,15639967,32694,"You uh...nuked some legitimate comments 

here.",1,1,799134,"2011-12-15 21:35:01" 

374132,15639967,121771,"this is a mistake, <code>/table</code> should be there\ 

\ 
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Appendix -3: Sample Dataset list 

' or 1 = 1--  1 

or 1 = 1 1 

' or '1' = '1 1 

; or '1' = '1' 1 

" or isNULL ( 1/0 )  /* 1 

' or '7659' = '7659 1 

" or isNULL ( 1/0 )  /* 1 

' --  1 

' or 1 = 1-- 1 

" or 1 = 1-- 1 

' or 1 = 1 /* 1 

or 1 = 1-- 1 

' or 'a' = 'a 1 

" or "a" = "a 1 

' )  or  ( 'a' = 'a 1 

admin' or ' 1 
' select * from 
information_schema.tables-- 1 
 )  union select * from 
information_schema.tables; 1 

' having 1 = 1-- 1 

' having 1 = 1-- 1 

' group by userid having 1 = 1-- 1 
' select name from syscolumns 
where id  =   ( select id from 
sysobjects where name  =  
tablename' ) -- 1 

' or 1 in  ( select @@version ) -- 1 

' union all select @@version-- 1 

' or 'unusual'  =  'unusual' 1 

' or 'something'  =  'some'+'thing' 1 

' or 'text'  =  n'text' 1 

' or 'something' like 'some%' 1 

' or 2 > 1 1 

' or 'text' > 't' 1 
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Appendix -4: Sample Crawler code 

public void listRepositories() throws IOException { 
  GitHubClient client = new GitHubClient(); 
  client.setOAuth2Token(Api.token); 
  RepositoryService repoService = new RepositoryService(client); 
   
  List<Repository> repositories = repoService.getRepositories(); 
   
  Commit commit2 = null; 
  String sha="2145"; 
  CommitService commitService = new CommitService(); 
  for (Repository repo : repositories) { 
   try { 
    commit2 = commitService.getCommit(repo, 
sha).getCommit(); 
    System.out.println("Repo: " + repo.getName()); 
    System.out.println("Author: " + 
commit2.getAuthor().getName()); 
    System.out.println("Message: " + commit2.getMessage()); 
    System.out.println("URL: " + commit2.getUrl()); 
    break; 
   } catch (RequestException re) { 
    if (re.getMessage().endsWith("Not Found (404)")) { 
     continue; 
    } else { 
     throw re; 
    } 
   } 
  } 
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Appendix -5: Sample commit crawler code 

final RepositoryId repo = new RepositoryId("github", "openr"); 
  final String message = "   {0} by {1} on {2}"; 
  final CommitService service = new CommitService(); 
  int pages = 1; 
  for (Collection<RepositoryCommit> commits : 
service.pageCommits(repo, 
    size)) { 
   System.out.println("Commit Page " + pages++); 
   for (RepositoryCommit commit : commits) { 
    String sha = commit.getSha().substring(0, 7); 
    String author = 
commit.getCommit().getAuthor().getName(); 
    Date date = commit.getCommit().getAuthor().getDate(); 
    System.out.println(MessageFormat.format(message, sha, 
author, 
      date)); 
   } 

 

 


